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About The Law Commission of Ontario

The Law Commission of Ontario (LCO) is Ontario’s
leading law reform agency.

The LCO provides independent, balanced, and
authoritative advice on complex and important legal
policy issues. Through this work, the LCO promotes
access to justice, evidence-based law reform and public
debate. The LCO evaluates laws impartially, transparently
and broadly. The LCO’s analysis is informed by legal
analysis; interdisciplinary research; contemporary social,
demographic and economic conditions; and the impact
of technology.

The LCO is located at Osgoode Hall Law School,
York University, Toronto.
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1. Introduction

1.1 The LCO’s Consumer Protection in
the Digital Marketplace Project

O g\dU‘* 'sdict
r§5Wé‘( ié‘ utesn e This is theIConsulta‘uon Paper for thg Law Comm|§S|on
J te T3 ut(’?'QiT~ o of Ontario’s (LCQ) Consu.mer I'Drotec‘uo'n in the Digital
et s 1 Lo SastE s Marketplace project. This project considers legal
-t . strategies and law reform options to improve consumer
protection in terms of service (ToS) contracts for digital
products and services.
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‘(‘* form contracts are ubiquitous features of the digital
_ ” bl marketplace. Hardly a day goes by that consumers in
feVOCd y & Ontario are not asked to click, tap, scan, or otherwise
{3 confirm “I ACCEPT” when presented with a contract for
an online product or service.
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ToS contracts have many advantages: they are often
fast, consistent, efficient, and transparent. These
attributes make ToS or standard form contracts ideal for
high-volume, routine consumer transactions of many
kinds.

In recent years, however, many ToS contracts have
been criticized by consumers, businesses, courts, and
governments due to their length, complexity, opacity,
Key legal consumer contracting terms like and inclusion of terms which may be confusing,
disclosure, deception and unconscionability are deceptive, misleading, or unfair. These criticisms
introduced in section 3.1.2. are particularly acute for ToS contracts in the digital
marketplace, where frequent and routine transactions
are governed by new technology, contracting
arrangements, and business practices which have been
shown to undermine traditional consumer protections.

Definitions. A list of all terms introduced in red
text can be found in Appendix B — Definitions.

“Every day, we click the “l Agree”
button when we sign up for online
services, but we often have no idea
what we’re consenting to—and no

option to use the service if we don’t
click that button.”
— Government of Ontario, Building a

Digital Ontario.*




In broad terms, the LCO’s project considers if or

how Ontario’s Consumer Protection Act should be
updated to better protect consumers in the digital
marketplace. More specifically, the project considers
how to update traditional consumer protections such
as notice and disclosure requirements, deception and
unconscionability rules, and consumer enforcement
in light of the new, complex, and expansive range of
consumer risks in the digital economy.

The LCO’s research also suggests an emerging consensus
around key law reform principles and proposals that
form the basis of our Consultation Paper. These are
sometimes described as being part of a “new consumer
agenda” which has gained significant momentum in

the United States, European Union, and UK.2 The LCO
believes that Ontarians need the opportunity to be
heard in this discussion. The trans-national nature

of digital marketplace services and products mean
regulatory activities in other jurisdictions will have a spill-
over regulatory effect on Ontario — unless Ontario makes
choices for itself.

Ontario’s Consumer Protection Act (CPA) was enacted
in 2002 and has not been substantially amended in 17
years.? Since then, Ontario’s digital economy has grown
substantially. Ontario’s “digital marketplace” relies on
many new contracting arrangements and marketplace
practices that did not exist when the CPA was last
updated.

Significantly, the Government of Ontario appears
committed to consumer protection reform. The
provincial government of Ontario has acknowledged that
more must be done “to ensure that the laws governing
the marketplace are in tune with our times.”> And
further that there is need to “strengthen protection

for consumers, adapt to changing technology and
marketplace innovations, and streamline and clarify
requirements to improve consumer and business
understanding and compliance.”®

What is the “digital marketplace”?

The “digital marketplace” is the broad and
inclusive term adopted by the LCO for this _
project. It reflects an emerging international \
approach on how to reconcile and modernize
core consumer protection concepts in the era
of digital transactions.? Ontario’s Consumer
Protection Act has a very broad mandate
covering most consumer contracts. But many
consumers now conduct these transactions
in the “digital marketplace,” either directly
with service and product suppliers or through
digital intermediaries, and almost always

=
under contractual ToS. For the CPA to remain et
relevant it must continue to effectively provide /
/
core consumer rights. These and other factors
mark the LCO’s project as particularly timely.
-“--“_---“_-“--“-_‘"h.
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In May 2023, the provincial government concluded
consultations on a range of important CPA reforms.
The provincial government’s 2023 Consultation Paper
includes several proposed updates to the CPA. The LCO
commends the province for this initiative. However, the
LCO believes that the provincial government’s proposed
reforms do not consider or address many consumer
protection issues specific to the digital marketplace,
including the complexity of online ToS contracts; issues
relating to online disclosure, notice and consent;
deceptive “dark pattern” sign-up and consent
practices; online consumer remedies; etc.

The LCO’s project reflects our view that the provincial
government proposals should be expanded to address
the needs of consumers and businesses in the modern
digital marketplace. This is necessary to ensure
provincial consumer protection laws remain relevant
and accessible for Ontario’s consumers and businesses.

The LCO is mindful that not all ToS are opaque and
inscrutable. Many terms strike a fair bargain between
transactional expediency and consumer clarity. Many
transactions also take place where consumers can
foresee risks, benefits, and make a reasonably informed
decision. Nevertheless, we have concluded there is an
urgent need for law reform.

The LCO’s project will conclude with an independent,
evidence-based, and comprehensive analysis of
these issues. The LCO’s Final Report will recommend
reforms to laws, policies, and/or practices where it is
appropriate to do so.

Consumer Protection in the Digital Marketplace

1.2 About the LCO

The Law Commission of Ontario (LCO) is Ontario’s
leading law reform agency. The LCO provides
independent, balanced, and authoritative advice on
complex and important legal policy issues. Through this
work, the LCO promotes access to justice, evidence-
based law reform, and public debate.

The LCO evaluates laws impartially, transparently, and
broadly. The LCO’s analysis is informed by legal analysis;
multi-disciplinary research; contemporary social,
demographic, and economic conditions; and the impact
of technology.

This is the latest in a series of LCO projects and reports
considering the impact of technology on Ontario’s
justice system. An abbreviated list of LCO “digital rights”
projects and reports include:

e Artificial Intelligence in the Criminal Justice System

e Alin the Civil/Administrative Justice System
e Accountable Al: Final Report (2022)
e Regulating Al: Critical Issues and Choices (2021)

e Defamation Law in the Internet Age (2020)

The LCO is also undertaking projects addressing:

e Environmental Accountability: Rights,
Responsibilities and Access to Justice

e |Improving Protection Orders

e |ast Stages of Life for First Nation, Métis and Inuit
Peoples: Preliminary Recommendations for Law
Reform.

The LCO is located at Osgoode Hall Law School, York
University, Toronto.

More information about the LCO is available at
www.lco-cdo.org.



https://www.lco-cdo.org/crimai
https://www.lco-cdo.org/en/our-current-projects/ai-adm-and-the-justice-system/ai-and-adm-in-the-civil-administrative-justice-system/
https://www.lco-cdo.org/wp-content/uploads/2022/06/LCO-Accountable_AI_Final_Report.pdf
https://www.lco-cdo.org/wp-content/uploads/2021/04/LCO-Regulating-AI-Critical-Issues-and-Choices-Toronto-April-2021-1.pdf
https://www.lco-cdo.org/wp-content/uploads/2020/03/Defamation-Final-Report-Eng-FINAL-1.pdf
https://www.lco-cdo.org/en/our-current-projects/environmental-accountability-rights-responsibilities-and-access-to-justice/
https://www.lco-cdo.org/en/our-current-projects/environmental-accountability-rights-responsibilities-and-access-to-justice/
https://www.lco-cdo.org/en/our-current-projects/improving-protection-orders/
https://www.lco-cdo.org/en/our-current-projects/indigenous-engagement-for-last-stages-of-life/
https://www.lco-cdo.org/en/our-current-projects/indigenous-engagement-for-last-stages-of-life/
https://www.lco-cdo.org/en/our-current-projects/indigenous-engagement-for-last-stages-of-life/
http://www.lco-cdo.org

1.3 Catalysts for Reform

Ontario’s CPA was enacted in 20027 and has not been
substantially amended in 17 years.®

Since then, Ontario’s online or digital economy has
grown substantially. The “digital marketplace” now
facilitates a multitude of consumer transactions which
rely on new contracting arrangements, technologies,
business models, and marketplace practices. Many, if
not most, of these arrangements and practices are not
addressed in Ontario’s CPA.

As mentioned above, the Government of Ontario
appears committed to consumer protection reform.
Government consultations conducted in May 2023
proposed a range of important CPA reforms. The LCO
commends the province for this initiative. That said,
the LCO believes that the provincial government’s
proposals do not go far enough. In our view,
comprehensive consumer protection reform must
address a broad range of complex issues specific

to the digital marketplace. This is necessary to
ensure consumer protection laws remain relevant
and accessible for Ontario’s consumers and online
businesses.

The section below summarizes the major catalysts
driving the LCO’s project.

1.3.1 Digital ToS Contracts May Undermine
Traditional Consumer Protections and
Principles

Consumer Consent May Be Illusory

Academic research and practical experience
demonstrate that ToS contracts are often long, not read
and/or inaccessible to many consumers. As a result,
consumer consent to digital ToS may often be illusory.

A survey conducted in April 2021 identified
155 online marketplaces for goods with over
one million monthly visitors.®

What Are Consumers Concerned About?

In 2021, the Organization for Economic
Cooperation and Development (OECD) surveyed
28 countries and 15 leading companies about
issues with the digital marketplace. Leading
causes of consumer complaints in the digital
marketplace included “misleading marketing
practices,” “dispute resolution or lack thereof”
and “unfair terms and conditions.”*°

Quick Facts About ToS Contracts
According to research:

e 91% of adults and 97% of younger adults
(18-34) accept legal terms and services
without reading them.!

e The average American consumer would need
over 250 hours to read through all the ToS
they agree to in a year.!?

¢ ToS have become so sophisticated that an
average consumer requires a minimum of 14
years of education to comprehend them.

e Changes to ToS in the digital marketplace
happen more frequently (and unilaterally)
than consumers can be reasonably expected
to understand. Services like the website
Terms of Service; Didn’t Read show how
frequently and consequentially changes can
be made — yet consumers are often unaware
of such changes or don’t read them.*

Law Commission of Ontario



Dark pattern Design.

A 2019 survey of 1,760 retail websites and apps
determined that 429 (24%) deployed potential
dark patterns, i.e., user interface designs that
can lead consumers to make decisions that may
not be in their best interests.” Several studies
suggest the practice is widespread. For instance,
dark patterns have been found on 80% of
children’s apps, 95% of the most popular apps
on leading app stores, and all 105 of the most
popular online services in the Google Play Store
that featured both an app and website.?® The
practice is also lucrative. One study of an event
ticket reseller found consumers spent 20% more
on tickets if hidden fees were not disclosed until
the final step in completing the transaction.?

Dark Pattern Regulation.

The United States Federal Trade Commission
(FTC) recently developed policy guidance on
dark patterns and began landmark enforcement
measures. The policy stated that dark patterns
practices are “designed to trick, trap, and
mislead consumers” through tactics that include
“disguised ads, difficult-to-cancel subscriptions,
buried key terms, and tricks to obtain consumer
data.”® A subsequent 2023 FTC investigation
into the consumer ToS of a leading global
videogame company, Epic (developers of
Fortnite), found multiple instances of exploitative
dark patterns and unfair terms. Epic’s practices
tricked video gamers (including children) into
unwanted charges and then punished those
who raised consumer disputes (like parents) by
punitively deleting gamer accounts, stranding
digital assets, and threatening credit scores.?
The FTC investigation resulted in fines and
penalties totalling SUS 520 million for Epic’s

use of exploitative dark patterns, unfair terms,
and exploitation of child privacy.?° The amount
includes SUS 245 million to refund consumers.3

Consumer Protection in the Digital Marketplace

Digital Notice and Disclosure May Not Protect
Consumer Interests

It is increasingly clear that many “traditional” consumer
protection strategies — including consumer notice

and disclosure — do not effectively protect consumer
interests in the digital marketplace.™ ToS contracts may
also change frequently and unilaterally, further limiting
meaningful notice to consumers.*® Cumulatively,
consumers may face hundreds of changes across
dozens of ToS for products and services.?’

Consumers May Have Little or No Ability to Negotiate

ToS contracts are often presented to consumers who
have little practical choice but to “take it or leave it”
with few other options.’® Consumers also frequently
encounter circumstances that induce acceptance

of a ToS, such as mandated digital services in the
workplace, at school, or to access government
services.'® Proprietary digital formats and “free to

use” platforms can also “lock-in” consumers to specific
products and services.? Consumers often lack the
effective means to review or negotiate contractual
terms and conditions and perceive little incentive to file
consumer complaints.?!

Deceptive “Dark Patterns” May Undermine Notice
and Consent

“Dark patterns” are subtle or invisible (“dark”) design
practices used in contracts, software, and user
interfaces to “pattern” or “steer, deceive, coerce,

or manipulate consumers into making choices that
often are not in their best interests.”?? “Dark pattern”
software and user interface design may include
“frictionless” sign-up practices that minimize notice of
risks to the consumer; consent boxes and user settings
checked by default; unclear preference options; and
settings buried deep within multi-layered menus or
websites. 23

Research demonstrates that dark patterns are very
effective at “subverting or impairing consumer
autonomy, decision-making or choice”?* and can
undermine consumer protection practices.



Consumers Using No-Cost and Low-Cost Services May
Not Be Protected

Many digital services are provided on a low-cost or
no-cost basis to the consumer. Such business models
may avoid the regulation and scrutiny of consumer law
as they fall short of monetary thresholds that trigger
legislative oversight.®? These services may also rely on
business models that monetize users through data
harvesting, user profiling, and targeted content or
advertisements — practices which are often unseen and
unknown to consumers.

ToS May Restrict Legal Remedies and Access to Justice

Notwithstanding consumer protection legislation, ToS
may include terms attempting to restrict consumer’s
ability to seek legal remedies. ToS may include terms
stating that disputes are governed by foreign laws or
must be initiated in foreign jurisdiction. Many ToS also
specify that disputes must be resolved through internal
dispute resolution mechanisms or binding arbitration,
or that class action rights are waived.

Consumer Protection Laws May Conflict and Overlap
with Other Laws

A significant proportion of consumer transactions

are now conducted through digital intermediaries.
Many people use digital services for work, education,
recreation, communication, or to find jobs and housing.
As a result, consumer protection law often overlaps
with, or is in conflict with, privacy law, employment
law, labour law, competition law, human rights law, and
internet platform regulation.

1.3.2 The Need for a Better Environment for
Business

The 2020 and 2023 Ontario CPA Consultation Papers
recognize that updated consumer protection legislation
benefits both consumers and businesses.*

Consumer protection legislation establishes baseline
requirements for transparency, dispute resolution,
jurisdiction, and regulatory compliance. This fosters
a more competitive playing field for businesses,
avoids a race to the bottom, and improves consumer
confidence.?

Many businesses believe consumer protection reform
will assist them identify and manage legal risks, mitigate
reputational risks, improve customer satisfaction,
promote fair competition, and promote regulatory
compliance in the digital marketplace.®

The Organization for Economic Cooperation and
Development (OECD) recently emphasized that
regulation of certain digital marketplace practices —
like dark patterns — can lower business risks without
imposing new obligations.3®

Businesses are not monolithic. Major entities in

the digital marketplace are positioned “at the

center of e-commerce and now serve as essential
infrastructure for a host of other businesses that
depend upon it.”*” Smaller businesses face potential
competitive disadvantages without laws that impose
common requirements on all suppliers and business
intermediaries. Many businesses are also concerned
about unfair competition if regulatory obligations are
not enforced on less scrupulous suppliers.®

Law Commission of Ontario _



1.3.3 Emerging Strategies to Improve
Consumer Protection in the Digital
Marketplace

Many consumers and businesses around the world are
facing the same ToS issues as Ontarians.

Ontarians can learn from these experiences and draw
upon the broad range of law reform options that have
been implemented elsewhere. For example, many
jurisdictions have modernized consumer protection
legislation and regulations to:

e Update consumer notice and disclosure
requirements for digital ToS

e Update lists of potentially deceptive or
unconscionable contractual terms

e Address so-called “dark patterns” in online
contracting that undermine consumer consent

e Prohibit a range of contracting practices or create
set standard terms for practices that may easily
exploit consumers

e Improve oversight, accountability and access to
justice, including more proactive and systemic
enforcement of consumer protection legislation.

1.4 Project Focus and Consultation
Issues

Questions about ToS contracts and the digital marketplace
have a potentially very wide scope and are often linked
to privacy, internet platform liability, employment law,
competition law, privacy, and other areas of law.

The LCO’s project is focused on potential reforms

to Ontario’s Consumer Protection Act. As such,

it addresses what might be considered classic or
traditional consumer protection issues in digital ToS
contracts, including central consumer protection legal
principles related to:

e Notice and disclosure

e Deception and unconscionability

e Unilateral changes to contracts

e Contracting with vulnerable groups

e Access to justice, dispute resolution, and systemic
oversight.

Consumer Protection in the Digital Marketplace

Several of these issues are raised in the Government of
Ontario’s 2020 and 2023 CPA consultations. The LCO’s
Consultation Paper both responds to the provincial
government’s initiative and addresses new, far-reaching
issues that were not raised in the government’s
consultations. In this respect, the LCO’s project both
complements and builds upon the provincial process.

Of necessity, this Consultation Paper considers the
effect and impact of important technological and
business practice developments — such as privacy,
dark patterns, network effects,* platform lock-in, data
portability, data brokering, and algorithmic content
shaping — that may be unfamiliar to many readers.
These developments challenge many traditional
principles of consumer protection law, often with
inconsistent and unpredictable results.

The organization of the Consultation Paper is
straightforward.

Section 2 is an overview of the rationale and objectives
of consumer protection law, including “boilerplate”

and “standard form” contracts and their relation to
contemporary ToS practices. Section 2 includes the
LCQO’s plain-language summary of several common
terms and conditions that exist in many current ToS.
Section 2 also presents a case study demonstrating how
ToS may be misleading and harmful to consumers.

Section 3 is an overview of Ontario’s Consumer
Protection Act and related legislation across Canada.

Section 4 summarizes the LCO’s analysis of gaps in
Ontario’s current consumer protection framework.

Sections 5-11 set out our consultation issues and
guestions, including:

e The definition of the online marketplace
e Notice and disclosure
e Dark patterns

e Consumer protections for youth and vulnerable
consumers

e Deception and unconscionability

e Qversight, enforcement, and access to justice.



Appendix A is a complete list of consultation questions.
Appendix B is a glossary of key terms.

Throughout the paper, the LCO provides examples,
reform proposals, and lessons learned from
jurisdictions outside Canada.

The LCO has also prepared a series of short infographic
and two- and three-page summaries of each section
of this paper. All project materials are available on the
LCO’s dedicated project website at:
https://www.lco-cdo.org/digitalmarketplace.

1.5 Project Deliverables

This project will produce an independent, evidence-
based, and comprehensive analysis of consumer
protection in the digital marketplace. The LCO’s final
report will recommend reforms to laws, policies, and/or
practices where it is appropriate to do so.

The final report and accompanying materials will

be distributed widely. The LCO will also produce a
range of user-friendly, accessible, and web-based
materials that will explain the project, final report, and
recommendations.

All project materials are available on the LCO’s
dedicated project website at:
https://www.lco-cdo.org/digitalmarketplace.

1.6 Consultation Process and
Next Steps

The release of this Consultation Paper is the start of
LCO’s consultation process.

The LCO wants to hear from a broad range of
stakeholders including lawyers and legal organizations,
NGOs, industry representatives, academics,
government and justice system leaders, and individual
Ontarians interested in consumer protection issues.

To this end, the LCO will be organizing several
consultation processes over the next several months.

The LCO is strongly committed to partnering with
interested organizations and stakeholders to develop
consultation initiatives. Individuals or organizations
interested in working with the LCO are encouraged to
contact our Project Lead.

More information about the consultation process and
how to get involved is on our website:
https://www.lco-cdo.org/digitalmarketplace.

Written Submissions

The LCO encourages written submissions. Written
submissions can be sent to the LCO’s general email
address at LawCommission@Ico-cdo.org.

The deadline for written submissions is
September 1, 2023.

The LCO is committed to sharing ideas and building
constructive dialogue. Accordingly, the LCO expects
to post written submissions on our project webpage,
subject to limited exceptions. Individuals or
organizations wishing to provide a written submission
may want to contact the LCO for further information
prior to their submission.

Project Lead and Contacts

The LCO’s Project Lead is Ryan Fritsch. Ryan can be
contacted at rfritsch@I|co-cdo.org.

The LCO can also be contacted at:

Law Commission of Ontario

2032 Ignat Kaneff Building

Osgoode Hall Law School, York University
4700 Keele Street

Toronto, Ontario, Canada

M3J 1P3

LawCommission@Ico-cdo.org
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2. Consumer Protection
Law: Background

2.1 Rationale and Objectives

Consumer protection laws are intended to regulate
transactions between consumers and businesses (often
called “suppliers”). These laws exist because private
contracting between consumers and suppliers has
inherent limitations, including:

e The party’s unequal negotiating position
e Unequal access to information, and
e Consumer’s potential lack of sophistication.

In these circumstances, consumers may be unaware
of what they are agreeing to or be vulnerable to unfair
transactions, deceptive practices, or coercive terms.

Consumer protection legislation attempts to address
these inequities in order to promote a trustworthy
marketplace for consumers, fair competition among
businesses, and marketplace efficiency.

Over time, consumer protection law developed a
series of coherent, interdependent, and long-standing
assumptions, principles, and objectives, including:

e Consumer interests (and potential consumer
harms) can be identified, anticipated, and balanced
against the needs of suppliers and the public
interest

e Minimum standards may be necessary to regulate
transactions between parties of unequal bargaining
strength to balance information inequities, reduce
deception and coercion, or ensure consumer
choice

e Marketplace competition promotes consumer
welfare, marketplace efficiency, and the public
interest through consumer choice that encourages
lower cost and higher quality goods and services.



Consumer protection law has typically met these
objectives through a range of legal (and self-regulatory)
strategies, including:

e Defining standard contractual terms and baseline
protections which consumers can rely on
universally without having to negotiate.

e Defining standard terms and baseline protections
for transactions that are particularly risky for
consumers, such as mortgages and auto sales, or
where consumers have no practical bargaining
power, such as electrical utilities.

e Ensuring notice and disclosure of certain
information up-front, such as information about
risks and consequences, and information needed to
make a properly informed decision.

e Limiting terms and conditions that are excessively
one-sided or exploitative.

e Providing “cool off” periods for consumers to
change their mind as a check (and disincentive) to
engage in coercive or deceptive sales tactics.

e Establishing consumer protections on a sector-
by-sector basis where specific practices need
regulating, such as time-share properties, tow
trucking, door-to-door sales, credit agreements,
etc.

e Establishing sectoral governance and regulatory
bodies (such as those for funeral homes and
financial services).

e Establishing best practices or certification
standards, such as the Canada Standards
Association, the Vintners Quality Alliance (VQA),
etc.

e Establishing standard rules and processes to govern
consumer disputes, including prohibitions on
jurisdiction shopping, mandatory arbitration, or
waiver of class action rights; government complaint
and dispute resolution services; government
investigations of specific and systemic issues; and
other such measures. *°

2.2 Standard Form Contracts

Many of the provisions and protections described
above have contributed to the development of
“standard form” or “boilerplate” consumer contracts.

The benefit of standard form contracts is that they

are fast, consistent, efficient, and transparent. These
attributes make standard form contracts ideal for high-
volume, routine commercial and consumer transactions
of many kinds.

Historically, the legal invention of “mass contracting”
had clear economic benefits for both businesses

and consumers. Over time, consumers have become
accustomed to seeing simple and standardized “terms
of service” posted at parking lots, printed on sales
receipts, or provided on the back of event tickets.*

“Mass contracting” law adapted to transactions
involving digital goods. By the mid- to late-1990s,
courts in Canada and the United States accepted
so-called “shrink-wrap” contracts as a standard form
contract for software sales.*” These contracts were
called “shrink-wrap” because consumers could see
through the transparent plastic wrap sealing floppy
disks and CD-ROMs and take notice of a simple page of
terms and conditions. Removing the plastic wrap acted
as a form of acceptance. “Shrink-wrap” cases are direct
predecessors to today’s digital “click-consent” ToS.

Regardless of format, the legal principle at the heart of
standard form contracts is “notice.” Notice occurs when
the supplier provides the consumer with some form of
disclosure of the contractual terms that govern the use
of a product or service. Notice may provide a complete
set of terms, such as a sign posted at a parking lot or
on the back of a ski ticket. Notice may also provide that
consumers have “read and accepted” a longer set of
terms, typically available through hyperlink, webpage,
or printed copy of the terms.

For consumers to reasonably accept the notice, the
notice must be obvious (visible); clear (comprehensible);
and make any risks to the consumer apparent
(foreseeable). Consumers can choose to accept the
notice, review contractual terms in detail, negotiate new
terms, or decline the offer of goods or services.

Law Commission of Ontario



Over time, it appears that “notice” has become an
acceptable legal alternative to fully “informed consent”
for standard form contracts. As a result, within certain
limits, it is not legally necessary for a consumer to have
read or explicitly consented to ToS, only that the ToS
could have been read. This principle underpins many
ToS contracts in the digital marketplace today.

2.3 Examples of Terms from Existing
ToS Contracts in Canada

ToS contracts can be intimidating: their length,
complexity, and jargon can confuse or frustrate
consumers.

This section summarizes a dozen terms commonly
found in real-world ToS contracts. The LCO has
synthesized each term from our review of several
leading digital marketplace contracts that bind millions
of consumers across Canada each day. Each term is
briefly explained in plain language, and introduces
consequences and complications that may not be
immediately obvious or clearly disclosed to consumers.

EXAMPLE TERMS

“Your Reasonable Use of the Digital Service”

“User cannot use any means to get unauthorized
access to the service/product, crash the service/
product, manipulate, or interfere with the working of
the service/product”

“Reasonable use” terms are intended to prohibit
interfering with a product to ensure stable, reliable
performance and integrity.

However, terms like this may be used to inhibit “fair
use” of the service product by the consumer.

For instance, such terms could limit the “right to
repair” and, as noted by the Government of Canada,
may prohibit consumers from making some uses

Consumer Protection in the Digital Marketplace

Terms and Conditions Used in Many ToS

A contemporary ToS contract in the digital
marketplace may contain sections addressing
one or more of the following topics:

e Definition of key words and phrases
e User rights and responsibilities

e Proper or expected usage of the service, and
a definition of misuse

e User notification upon modification of terms,
if offered

e Accountability for online actions, behavior,
and conduct

e  Privacy policy outlining the collection and
use of personal data

e Payment details such as membership or
subscription fees, etc.

e Opt-out policy describing procedure for
account termination, if available

e An arbitration clause detailing the dispute
resolution process and limited rights to take
a claim to court

» Disclaimer/Limitation of Liability clarifying
the site’s legal liability for damages incurred
by users

of their products, including installing or developing
interoperable add-on products” or software.

“Reasonable use” terms also mean that user accounts
can be suspended or cancelled for perceived violations
and solely at the discretion of the vendor. “Reasonable
use” terms have been used to justify consumer
suspensions for trying to enforce consumer rights* or
posting reviews of products.*

Should this happen, digital assets of users or
professional content creators can be “stranded,” and
businesses can be harmed.*® In one notable example,
people have been remotely locked out of their electric
cars because they were disputing repair bills.#



“User is of Legal Age”

“You must be age 13 (or equivalent minimum age in
your Home Country, as set forth in the registration
process) to create an account and use our Services.”

Some contracts indicate a minimum age for use (often
13), while others require the person has the maturity
to understand and consent to the ToS. Still others may
require “A parent or legal guardian who is creating an
account for a minor should review this Agreement with
the minor to ensure that they both understand it.”*

These terms are problematic because many ToS contracts
are too complicated for adults to understand, let alone
children. Equally important, parents are often unaware
of the considerable risks to their children online, meaning
that they may often not know what they are consenting
to, irrespective of the ToS.*° Research also demonstrates
that some businesses violate their own terms and
intentionally target the vulnerabilities of children to make
their products more addictive.*®

In many jurisdictions, children are required to use a
specific service for school, which effectively overriding
age consent provisions.>* Canadian guidelines have
been developed in relation to youth consent and
concerning content. Several industry initiatives have
also developed standards for marketing, etc. To date,
these are voluntary standards.>?

“Consent to Collection, Use, Disclosure and Deletion
of Data”

“You agree that an app store licensor may collect and
use technical data and related information—including
but not limited to technical information about your
device. Licensor may use this information, as long

as it is in a form that does not personally identify

you, to improve its products or to provide services or
technologies to you. Deleting your account may not
fully remove the content you have published from our
systems and may remain stored on our servers and
accessible to the public.”

Consumers often presume their digital activities are
anonymous, too trivial to be worth tracking, or are well
served through the privacy commitments of suppliers.

Research demonstrates that ToS frequently that

mask sophisticated data collection operations with

far reaching (and undisclosed) consequences.>?

These practices may go well beyond the collection of
“technical information” required to “improve products”
or “provide you with more relevant marketing & offers.”

Such terms may be used to justify location-tracking
users “to within a few yards and in some cases updated
more than 14,000 times a day,”** and may do so even
when not using an app, resulting in 24/7 consumer
surveillance.>

Databases can also be linked, correlating consumer
movements and online browsing records to income
tax and other personal financial data.”® The

wealth of accumulated data may create unique
consumer “fingerprints” that may persist despite the
“anonymization” or “de-identification” of data.*’

These consumer profiles can also shape what individual
consumers see — such as differential pricing, job listings,
and available rental housing — with considerable risk for
bias and discrimination.>®

Content shaping may also have broader social impacts,
including propagation of misinformation, political
polarization, election interference, and self-harm
(including children).*®

ToS may also authorize transfer of data to data brokers
who can sell services across borders (where consumers
in Canada have no expectations of rights or redress)®°
or who make data available to police forces without

a warrant.®! Data may also outlast the consumer

/ supplier relationship. Data deletion may remove
information from public view while platforms keep a
private copy for their ongoing use.%?

“Use of Automated “Bot” Accounts”

“You represent, warrant, and agree that you will not
exploit the Service or collect any data incorporated in
the Service in any automated manner through the use
of bots, metaspiders, crawlers or any other automated
means.”
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A robot or “bot” is the term commonly used for a
software agent that, once programmed and run, may
perform certain automated tasks.®® Bots are typically
used to automate tasks or processes that software can
perform more quickly and efficiently than humans,
particularly repetitive, iterative, or voluminous tasks.®

Bots can be beneficial, for example, automating

the comparison of prices from several suppliers, or
actively monitoring websites for changes and providing
automatic notice.

But bots can also be harmful. Policies and terms on

the use of automated content bots are important to
counter-act the propagation of artificial content and
misinformation. A recent UK study confirmed, for
instance, that two-thirds of anti-vax propaganda online
was created by just 12 influencers — most of whom were
based in the United States.®> Meanwhile Twitter recently
deactivated 70 million bot accounts masquerading

as real people to propel political narratives and
misinformation campaigns.®®

While laudable, the efficacy of these terms is
questioned. Litigation over the purchase of Twitter
for instance revealed that the problem is an order of
magnitude larger than earlier disclosed, and endlessly
ongoing.%”

The policy can also be used to inhibit actions that are

in the public interest, such as academics studying
platforms and more transparently reporting on the
issue.®® Consumers, meanwhile, may be routinely
consuming deceptive content. California has taken steps
to address this with a bot labeling law coming into force
in 2023, but critics are wary of how effective it will be.®

“Governing Law and Dispute Resolution”

“Except to the extent expressly provided in this
agreement, you agree to be governed by the laws of
the State of California, excluding its conflicts of law
provisions. You and the business agree to submit to
the personal and exclusive jurisdiction of the courts
located in California to resolve any dispute or claim
arising from this Agreement.”
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Terms like this can either assert or make it appear that
disputes are resolved in foreign jurisdictions. Whether
this is true or not, critics highlight that the term can
mislead consumers and dissuade them from ever
raising a dispute given perceived costs, complexity,

and risk. In Canada, gig economy platforms have used
their ToS to define the employment status of workers

as outside the ambit of employment and labour laws.
Similarly, Facebook sought to exempt itself from privacy
legislation in British Columbia. In many cases, it appears
actions like these are intentional.”®

“Contract Changes”

“The business reserves the right at any time to
modify this agreement and to add new or additional
terms or conditions on your use of the services. Such
modifications and additional terms and conditions
will be effective immediately and incorporated into
this agreement. Your continued use of the Services
will be deemed acceptance thereof.”

Terms like this not only assert the right to unilaterally
change any part of the contract but to do so without
any notice and plain-language summary provided to
the consumer. Consumers are considered to consent by
simply continuing to use the service as usual while they
may be wholly ignorant of any changes to the ToS. This
can trigger consumer backlash and reputational risk

to businesses where consumers discover and object to
such terms.

“Accounts, Passwords and Security”

“User might need to open an account and is
responsible for maintaining the confidentiality of the
password. The business is not liable for any losses if
the user does not do so. Users agree to be governed
by the business’ privacy policy and should know that
nothing is ever totally secure on internet even if the
transaction claims to be encrypted.”

Terms like this suggest that a user is responsible for
not only the integrity of account passwords but also
accept any losses from using the system, even where
the system “claims” to be encrypted. Businesses are



responsible for creating security systems that cannot
be breached through phishing, hacking, and other
techniques that the user has little control over. Any
losses, abuses, or exploitation a consumer faces may be
deemed to be their own fault and waived by the same
business that created the security system. Businesses
may also bind consumers to privacy policies. These are
often referenced as separate documents (requiring
further clicking or downloading to read) and themselves
can be thousands of words long. One constellation

of ToS amounts to over 70,000 words, comparable in
length to Harry Potter and the Sorcerer’s Stone.”

“Terms of Content Services and Sales”

“This Agreement governs your use of the business’
services through which you can buy, get, license,

rent or subscribe to content, Apps, and other in-

app services (collectively, “Content”). It is your
responsibility not to lose, destroy, or damage Content
once downloaded. We encourage you to back up your
Content regularly.”

Terms like this use common words with common
meaning — but may obscure practices that consumers
are unaware of. For instance, litigation is taking

place in which a content vendor is arguing that “buy”
doesn’t mean “to own,” but rather only means a right
to access “licensed” content that the corporation can
unilaterally rescind at any time. In one documented
case, a consumer lost over 520,000 of purchased iTunes
content.”? Back-ups may also be unreliable. Back-ups
may also be governed by “Digital Rights Management”
that can still leave a file inaccessible if rights are
revoked. Backups of content may require the user to
keep the content on proprietary platforms and isn’t
necessarily portable.

“Research”

“We use platform data, including public feedback, to
conduct research and development for our services in
order to provide you and others with a better, more
intuitive and personalized experience.”

Product testing on live users can have potentially
life-altering consequences and may occur without any
notice to the consumer. Research ethicists recently
noted how “tweaks to widely used algorithms can
become social engineering experiments” with one
recent example “affecting job prospects in ways that are
invisible” to the consumer.”

“Product Pricing”

“The business can change prices or offerings without
notice and the products and services are governed by
their respective ToS.”

Terms like this are reasonably understood to allow

for natural variations in pricing from time to time.

The term may also be used to authorize practices
consumers are less familiar with, such as “variable”,
“dynamic” or “differential” pricing. These practices
may rely on general characteristics or a profile of

a specific consumer to set pricing, often with the
consumer unaware that the price they see online may
be different than others. There are several published
examples of practices related to live “variable pricing.”
Marketplace sites typically use a data profile about a
consumer to automatically adjust prices, for instance,
charging lower prices to consumer tracked as previously
visiting a discount website, or charging higher prices

to consumers who reside in wealthier postal codes.”
Academics suggest that personalized and dynamic
pricing is market inefficient as well as arguably unfair.”®

“Disclaimers, Limitation of Liability, and Indemnity”

“The business disclaims all responsibility of problems
resulting from using the site. The business is not liable
for anything unless prohibited by law and it details
the extent of any liability. The business is indemnified
against all third-party claims.”

These kinds of terms are criticized for broadly waiving
consumer rights. These terms can also be used in the
dispute resolution process to coerce consumers into
accepting losses that they should not be responsible for.

Law Commission of Ontario



2.4 Case Study: The Tim Horton’s App

A recent investigation in Canada is a case study into
how ToS can fail to adequately inform consumers,
match contractual promises with practices, or fairly
balance corporate and consumer interests.

The Tim Horton’s app was used by customers to

place orders, receive special offers and discounts,
collect reward points, and participate in contests and
giveaways. From the launch of the app in 2017 through
to July 2020, consumers in Canada downloaded the app
8.6 million times with 1.6 million active users.”®

Customers downloading the app were asked to consent
to the following notice of location tracking:

e On Android devices: “Allow Tim Hortons to access
your location while you are using the app? We use
your location to help you find nearby restaurants
and provide you with more relevant marketing &
offers.”

e OniOS iPhones: “We use your location to help you
find nearby restaurants and provide you with more
relevant marketing & offers.””’

No further information was given. The prompt offered a
simple “yes/no” option.

In 2020, a single Tim Horton’s customer — a journalist
— was curious about the prompt and what it meant in
practice. He shared his surprising findings in a National
Post article detailing how he:

... discovered that despite granting the Tim
Hortons app permission to access the location
functionality of his mobile phone while the App
was open, in reality the app was tracking his
location even when the app was closed (more
than 2,700 times in less than 5 months), to
infer his home, place of work, travel status,
and when he was visiting a competitor.”®

The article triggered a joint investigation of
Privacy Commissioners to Canada, Quebec,

British Columbia, and Alberta. The Privacy
Commissioner’s 2021 Final Report makes several
findings which helpfully describe the gap that may
exist between the ToS consumers (may) read and
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real-world practice and consequences.” Their
findings include the following:

The Tim Horton ToS Included Misleading Terms

The Tim Hortons app asked for permission

to access the mobile device’s geolocation
functions, but misled many users to believe
information would only be accessed when

the app was in use. In reality, the app tracked
users as long as the device was on, continually
collecting their location data... People who
downloaded the Tim Hortons app had their
movements tracked and recorded every few
minutes of every day, even when their app was
not open...%°

Tim Horton’s Failed to Get Proper Consent

We found that Tim Hortons did not obtain valid
consent... Tim Hortons failed to inform Users
that it would collect their location information
even when the App was closed... Tim Hortons
also failed to ensure Users understood the
consequences of consenting to the continual
collection of granular location data when the
app was closed.®

Tim Horton’s Explanations Were Misleading

[Tim Horton’s] also made misleading
statements to Users (in certain permission
requests and FAQs) that it would only collect
information when the App was open.®?

Tim Horton’s Shared Third-Party Data With Potentially
Systemic Consequences

Tim Hortons’ contract with an American third-
party location services supplier contained
language so vague and permissive that it
would have allowed the company to sell
“de-identified” location data for its own
purposes. There is a real risk that de-identified
geolocation data could be re-identified...
Location data is highly sensitive because it can
be used to infer where people live and work,
reveal trips to medical clinics. It can be used to
make deductions about religious beliefs, sexual
preferences, social political affiliations and
more.



ToS Must Be Reformed

Organizations must implement robust
contractual safeqguards to limit service
providers’ use and disclosure of their app
users’ information, including in de-identified
form. Failure to do so could put those users
at risk of having their data used by data
aggregators in ways they never envisioned,
including for detailed profiling.®®

The four privacy authorities recommended that Tim
Horton’s and any third-party recipients voluntarily
delete the collected data; develop an effective privacy
management program with clear communication to
consumers about practices; and report back on these
efforts.® Many questioned the strength of these
measures.?’

A class action claim against Tim Horton’s was also filed
on behalf of consumers in Quebec, British Columbia,
and Ontario. The case recently settled. Tim Horton’s
agreed to compensate app users with “a free hot
beverage and a free baked good worth a little under
S9 CAD plus tax.”® The corporation maintains that
“the proposed settlement is not an admission of
wrongdoing.”8 Others suggest that the “price of
privacy” should “add up to more than the cost of a
coffee and donut.”®°

What Is A Consumer Worth?

Digital services companies often

measure the value of their “daily Company

active users” (DAU) in terms of their

“ v Facebook
market value.” This represents

the per-share market capitalization Shap

value of each DAU recorded by the Twitter

platform. These numbers also reveal | Pinterest

revenue and net income per user. %

Users (Daily

What Data Did the Tim Horton’s App
Collect?

The media report details the kinds of information
gathered to create a profile of consumers. For
instance, the journalist found various identifiers
produced by the app and disclosed in his data
profile, including:

“user.started_traveling” which recorded a
trip the author took to Morocco and a hotel
stay in Manitoba.

“user.entered_place / user.exited_place”
which tracked when the author went in and
out of a restaurant, including details like
“confidence:low” if he merely walked past
the restaurant and “place_chain_name:
Starbucks” if the location was a known
restaurant.

“radar_insights_state_home:True” tracked
when the author was at home and at what
time of day.

“user.entered_office / user.exited_office”
tracked when the author was at work,
including pinpointing the location of his desk
in the building. It also used this tag to track
when the author visited his girlfriend. 8

e, Detleme | Sevewe Mttt
Millions)

1,820 $13.89 $43.39 $401.95
249 -$4.31 $8.66 $325.40
187 -56.63 $18.37 $204.40
442 -50.84 $3.14 $100.26
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3. Consumer Protection

Law in Ontario and
Across Canada

3.1 Ontario’s Consumer Protection Act

3.1.1 Introduction

Ontario’s central piece of consumer contracting
legislation is the Consumer Protection Act, 2002 (CPA).%?
This legislation is intended to support a competitive
marketplace while protecting individuals entering
contracts for personal, family or household purposes
(as distinct from any “business purposes”).

The CPA asserts a very broad jurisdiction over
consumer activities. The CPA states that it governs all
consumer transactions “if the consumer or the person
engaging in the transaction with the consumer is
located in Ontario when the transaction takes place.”®

“Consumer transactions” are further defined to include
transactions with

...an Ontario nexus, with either the consumer
being resident in Ontario or the supplier
engaging in a transaction with a consumer
that is resident in Ontario (i.e., the Act applies
to suppliers that are not Ontario-based).”*

Consumer transactions also include “consumer
agreements and all business dealings with a consumer
prior to, at the time of, and after the entering into, of a
consumer agreement.”*

Courts have acknowledged the central remedial
purpose of the CPA. In a recent decision, the Ontario
Superior Court of Justice stated that consumers are:

... relatively unsophisticated, less powerful,
and more vulnerable than businesses, and are
the very group who the Act was designed to
protect... as remedial legislation that should
be liberally construed in order to give effect to
its objects... an identified class of individuals —
consumers.”®



[Additionally,] [cJonsumer protection
legislation is inherently focused on consumers
as its main objectives are: (1) protecting
consumers; (2) restoring balance in the
contractual relationship between suppliers
and consumers; and (3) eliminating unfair and
misleading practices.””

A second Ontario Superior Court further held that:

A court or tribunal must look at the real
essence of the transaction and disregard the
technical or formal nature. This provision
[CPA section 3, an “anti-avoidance” provision]
attempts to address transactions that

are structured in an attempt to avoid the
application of the Act, as well as instances
where it is not expressly clear that the
agreement or transaction falls within the

purview of the Act.*®

3.1.2 General Protections and Standard
Terms

The CPA sets out many explicit protections and
standard terms to ensure basic fairness to consumers,
including:

e Establishing and protecting basic consumer rights
with respect to consumer agreements.*

e Banning unfair practices like deception and
unconscionable terms where “the consumer
transaction is excessively one-sided in favour of
someone other than the consumer,” where “the
terms of the consumer transaction are so averse to
the consumer as to be inequitable,” and where “the
consumer is being subjected to undue pressure to
enter into a consumer transaction.”*%

e  Establishing forms of notice and disclosure,
including which contracts must be in writing, what
information must be provided, and additional rules
governing specific types of contracts.'%

e Protecting vulnerable persons where “the
consumer is not reasonably able to protect his
or her interests because of disability, ignorance,
illiteracy, inability to understand the language of an
agreement or similar factors.”1%?

e Facilitating access to justice through a complaints
and investigation mechanism at the Consumer
Protection Ontario (under the Ministry of Public
and Business Service Delivery), and the right to
commence actions through the Superior Court of
Justice.’®

e  Prohibiting terms that would require mandatory
arbitration of disputes!®

e Prohibiting terms that would waive the right
to commence or become a member in a class
action.®

To achieve these objectives the CPA adopts a mix of
legislative and regulatory provisions. CPA Parts 2 and
3 establish rules governing consumer agreements in
general, while CPA Parts 4 — 8 establish specific rules
governing certain types of commercial activity and
transactions.

Parts 2 and 3 of the CPA are generally applicable to
most transactions. Part 2 includes several prohibitions
or limitations on issues arising with ToS contracts,
including:

e No waiver of substantive and procedural rights,
meaning the legislation prevails over any
agreement or waiver to the contrary.'%

e Aright to participate in class proceedings despite
any term or acknowledgment in the consumer
agreement or a related agreement that purports to
prevent.’

e Expectations for the basic quality of services to a
“reasonably acceptable” standard and a prohibition
on waiving that expectation.%®

Any ambiguities in the consumer agreement

that might lead to more than one reasonable
interpretation are interpreted to the benefit of the
consumer.1®®

o Relief from legal obligations in relation to the use or
disposal of unsolicited goods or services.!®
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Part 3 of the CPA aims to protect consumers from unfair
practices in a wide array of contexts. This includes
limitations or prohibitions against:

e False, misleading, or deceptive representation, such
as product or service endorsements, performance
characteristics, benefits, necessity (such as a
repair), or uses.!!

e Unconscionable representation, such as exploiting
consumer vulnerabilities related to disability,
ignorance, illiteracy, and language barriers;
excessively one-sided terms in favor of the seller;
grossly inflated pricing; misleading statements or
terms to the detriment of the consumer; or undue
pressure to enter into the transaction.!*?

e Renegotiation of price or the terms of service
through coercion, such as withholding goods.!?

e The right to rescind an agreement due to unfair
practices of the kind described above, among
others.'*

Crucially, consumer protections under Parts 2 and 3
of the CPA apply irrespective of whether a service was
provided to a consumer for payment or for free. This
is an important distinction in the digital marketplace
because many digital goods and services are provided
on a low-cost or no-cost basis. These issues are
discussed extensively later in the Consultation Paper.

3.1.3 Specific Protections (CPA Parts 4 — 8)

The CPA also includes provisions and consumer
protections targeted to specific kinds of consumer
agreements, businesses, or transactions. These are
defined in Parts 4 through 8 of the CPA. These sections
include provisions governing:

e Direct sales contracts (such as door-to-door sales)
(CPA's. 41-43)

e Remote sales contracts (such as by mail or
telephone) (CPA s. 44-47)

e Internet sales contracts (formed by text-based
internet agreement) (CPA s. 37-40)

e Credit agreements and protections (CPA s. 66-85)
e Time share agreements (CPA s. 27-28)

e Reward points (CPA s. 47.1)

e Motor vehicle dealers and repairs (CPA s. 55-65)
e Vehicle towing and storage (CPA's. 65.1-65.21)
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3.2 Other Legislation and Instruments
Protecting Consumers in Ontario

The CPA is not the only legislation protecting consumers
in Ontario.

There are many examples of non-CPA provincial and
federal legislation protecting consumers in specific
industries and sectors. Common examples at the
federal level include the:

e Consumer Product Safety Act
e Consumer Packaging and Labeling Act
e Wireless Code

e Financial Consumer Agency of Canada Act.!*

Ontario also has many specific pieces of legislation to
protect consumers beyond the CPA. Examples include
the:

e Payday Loans Act

e Funeral, Burial and Cremation Services Act
e Condominiums Act

e Ontario New Home Warranties Plan Act

e Real Estate and Business Brokers Act

e Travel Industry Act

e Energy Consumer Protection Act.®

In many areas, the provincial government sets specific
standard terms where consumers are prone to
exploitation. A well-known example of regulated terms
and contracts in Ontario are rental tenancy agreements
(under the Residential Tenancies Act), and the provision
of a model standard residential tenancy agreement to
promote compliance with the Act.}¥’

Consumers may also rely on “trustmark” systems.
These act as plainly visible certification and labeling
schemes. Examples of this in Ontario include the

VQA standard for locally produced wines.'*® A federal
example is the CSA seal of approval for electrical device
safety.1?



3.3 Consumer Protection Legislation in
Other Provinces

Like Ontario, every other Canadian province and
territory have general legislation protecting consumers
entering into a contract.!? The LCO’s national survey
of provincial consumer protection demonstrates
strong similarities between these statutes.*?! Notably,
provincial legislation has developed alongside federal
consumer legislation through the principle of “mutual
modification” which guides shared jurisdiction for
transactions of services and goods.??

Like Ontario, other provinces have generally adopted
an array of “hard” and “soft” law instruments to govern
the relationship between suppliers and consumers,
including:

e “Cooling off” periods, mandatory warrantees, etc.

e Consumer legislation governing specific products,
like hot water tanks, auto sales, and mortgages or
specific practices, like door-to-door sales

e (Corporations Acts

e Personal Property Security Acts
e Industry regulators

e Quality certifications

e  Privacy rights.

Finally, most provinces have also enacted laws or
policies governing consumer dispute resolution or
promoting access to justice, including:

e Complaints to government oversight bodies
e Right to commence lawsuits
e Dispute resolution requirements

e |itigation support for consumers and public interest
actors, such as a legal aid clinics or other legal aid
services.'??

The Consumer Protection Landscape Across
Canada.

The LCO has compiled a comparative table of
all provincial consumer protection laws. We are
pleased to make this available to researchers
upon request.

3.4 Federal Legislation: Privacy, Data
Protection, and the AIDA

In addition to provincial legislation, many consumer
protection issues are regulated, or influenced, by
federal legislation or initiatives. Most significantly,
many consumer protection issues with ToS contracts
are linked to privacy issues and the data economy.

Digital marketplace services often make their money
(in whole or in part) by participating in an economy
based on the collection, use, analysis, and disclosure
of customer data. Service providers may also offer
services and content generated or selected in part
by automated systems. As a result, federal legislation
governing privacy, artificial intelligence (Al), and
algorithms has an important role to play when
contemplating modernized consumer protection
legislation in Ontario.

The most significant area of complementary federal and
provincial jurisdiction is through private sector privacy
legislation, including the federal Personal Information
Protection and Privacy Act (PIPEDA).2** PIPEDA governs
commercial privacy law unless provinces have enacted
legislation that is “substantially similar.”'?* Ontario

does not have private sector privacy legislation and
consequently relies on PIPEDA.

PIPEDA is currently being reviewed. In June 2022

the Federal Government introduced new consumer
protection and privacy legislation as part of Bill C-27,
the Digital Charter Implementation Act, 2022.% Bill
C-27 has three parts addressing three pieces of inter-
related legislation, each of which could affect ToS issues
in the digital marketplace.
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As of June 2023, Bill C-27 is still under legislative
consideration. In its current form, however, key
elements include:

e Part 1, which enacts the Consumer Privacy
Protection Act (CPPA). This repeals Part 1 of the
Personal Information Protection and Electronic
Documents Act (PIPEDA) and sets out a revised
regime to govern how private sector entities
collect, use, and disclose data. In addition to broad,
horizontal regulations, the CPPA includes additional
targeted provisions covering specific activities
such as anonymized and de-identified data, data
portability rights; the right to delete personal
information; and stronger protections for minors.
CPPA is designed, in part, to better align Canadian
law with other jurisdictions, including the European
Union’s General Data Protection Regulation
(GDPR).1?7

e Part 2, which enacts the Personal Information and
Data Protection Tribunal Act. This establishes an
administrative tribunal to hear appeals of certain
decisions made by the Privacy Commissioner under
the CPPA and to impose penalties.

e Part 3, which enacts the Artificial Intelligence and
Data Act (AIDA). That Act establishes prohibitions
on the design, development, use or making
available of Al systems that use illegally obtained
personal information, and prohibits the making
available of Al systems that cause “serious harm” to
individuals. AIDA imposes additional transparency
and regulatory requirements on a class of “high
risk” algorithmic activities, many of which could be
implicated in consumer protection issues.
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As noted, Ontario does not have its own private

sector privacy legislation. Nor does it have legislation
governing Al or automated decision-making (ADM),
although policies that could set standards for Al and
ADM are under development.’?® As a result, CPPA and
AIDA could have important consequences for consumer
ToS reform in Ontario. For instance, CPPA could:

e Set new standards for consent that could change
how digital marketplace service providers disclose
or present their ToS in whole or in part

e Prohibit certain data use and sharing practices
that alleviate concerns for unconscionable and
misleading terms typical to ToS contracts

e Provide more robust and rapid resolution of
consumer concerns for data use, potentially
alleviating the number of complaints made in
relation to a ToS.




4. Catalysts for Reform:
Gaps in Consumer

E{pqéu jces™™ Protection in the
IVices 4

exghusv e Digital Marketplace
?8w Y Ontario’s Consumer Protection Act (CPA) was enacted

in 2002 and has not been substantially amended in
17 years.'? Since then, Ontario’s digital economy has
grown substantially. The “digital marketplace” relies
on new contracting arrangements and marketplace
practices that did not exist when the CPA was last
updated.

There is widespread interest in updating consumer
protection legislation to address issues in the

digital marketplace. The Government of Ontario

has acknowledged that CPA reform is overdue. The
provincial government’s 2020 Consultation Paper
stated “The CPA needs updating to work better in the
new marketplace”®*® and that more must be done to
“to ensure that the laws governing the marketplace are
in tune with our times.”*%

In February 2023, the Government of Ontario
reintroduced and expanded the range of consultation
issues. The 2023 Consultation Paper reaffirmed the
province’s commitment to

...strengthen protection for consumers, adapt
to changing technology and marketplace
innovations, and streamline and clarify
requirements to improve consumer and
business understanding and compliance.*

The 2023 Consultation Paper includes many significant
reforms to update the CPA (see section 4.1 below). The
LCO commends the province for this initiative. That
said, the LCO believes that the provincial government’s
proposed reforms do not consider or address many
consumer protection and rights issues rights specific to
the digital marketplace.
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LCO research identifies several ways in which ToS .
contracts in the digital marketplace undermine

traditional consumer protections and the CPA. .
The following subsections outline each of these,
highlighting the ways in which:

Low-cost and no-cost digital services may conceal
important risks, avoid consumer protections

ToS may restrict legal rights and reduce access to
justice
e Consumer protection laws can conflict and overlap

e Consumer consent may be illusory with other laws

e Notice and disclosure may not protect consumer .
interests

Litigation is limited as a consumer tool.

A closer look at these issues reveals opportunities to
realign contemporary digital practices with traditional
consumer protection principles.

e Consumers may have little or no ability to negotiate

e Deceptive “dark patterns” may undermine

consumer choice

4.1 Ontario’s 2020 and 2023 CPA Reform Proposals

The 2020 and 2023 Government of Ontario CPA Consultation Papers make several suggestions to update the CPA
to work better in the new “dynamic and evolving [consumer] marketplace,”** including:

Simplifying and consolidating specific contract
disclosure rules that apply to different types of
contracts — including direct, remote, internet, and
future performance agreements — into a single set
of core rules that would apply to most consumer
contracts, including “a contract entered into
online.”134

Creating a consolidated disclosure rule specifying
that consumer contracts must be in writing; that
contents of the contract are disclosed (including
“key information in the contract”); and that
consumers have the express opportunity to accept
or decline the contract before entering into it.***

Enhancing protections against unilateral contract
amendments by requiring explicit consent to any
amendments or continuation for most contracts,
subject to two exceptions: (1) where the changes
do not reduce the obligations of the supplier or
increase the obligations of the consumer; or (2)
when the contract is for an indefinite term and the
consumer can cancel at any time without incurring
termination costs. In the event of an exception,
the supplier unilaterally change the contract by
providing with 30 days notice of the change.3®
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Clarifying that it is unfair and unconscionable to
offer “contract-breaking services” to a consumer
without first disclosing the consumers’ existing
rights and cost of the service.'*’

Clarifying that consumers have one year to rescind
a contract after an unfair practice takes place (as
opposed to the existing right to rescind within one
year of commencing the contract).’®

Explicitly prohibiting businesses from including
terms in a contract that appear to waive express
consumer rights in the CPA to file a complaint

with the Ministry, join a class action or commence
an action in court. A new proposal would further
prohibit terms that infringe on consumers’ rights to
make fair public reviews of a business or service.**

Extending compliance orders issued under the
CPA to cover any business that facilitates another
business’ contravention (covering intermediaries
such as online platforms and billing services).4



4.2 Consumer Consent May Be lllusory

Both the common law and the CPA require adequate
disclosure be given to the consumer to read and
understand contractual terms and conditions.™! Notice
is a fundamental principle of consumer protection law
intended to ensure consumers have the opportunity to
read and consent to contractual terms.

However, academic research and practical experience
demonstrate online ToS are often long, not read, and/
or inaccessible:

o Digital ToS have a cumulative footprint and are
often very long. It has been estimated that the
average American consumer would need more
than 250 hours to read through every ToS they
agree to in a year, equivalent to a part-time job.'#?
It has been stated in the Canadian context that
the likelihood consumers actually read ToS in the
digital marketplace is “statistically never.”*** Recent
US studies show that 91% of adults and 97% of
younger adults (18-34) accept legal terms and
services without reading them.*

o Digital ToS can be very difficult to understand.
In addition to their length, ToS contracts require a
high level of education to understand. It has been
estimated that ToS have become so sophisticated
that an average consumer would require 14
years of education to comprehend the terms.**
Many ToS are written at a level that exceeds the
sophistication of books about theoretical physics
and philosophy.1#

o Digital ToS may exclude diverse and young
consumers. Disabilities, language barriers,
literacy levels, income, class, cultural issues and/
or other vulnerabilities may worsen barriers to
understanding ToS. For example, children and youth
are among the highest users of digital marketplace
services, yet ToS may not take their vulnerability
into account.

As a result, consumer consent to contractual terms and
conditions may be illusory.

4.3 Notice and Disclosure May Not
Protect Consumer Interests

From time-to-time Ontario’s legislature has recognized
the need to better protect consumers by making notice
and disclosure practices fairer. In 2005, for instance,
the provincial government “recognized that numerous
business owners were being dishonest and hid
important information from consumers” deep within
the fine print, or “used language that was ambiguous
or difficult for consumers to interpret.” *” The CPA was
consequently amended to state that any disclosures
mandated under CPA “must be clear, comprehensible
and prominent” for consumers to receive fair notice.'®

Over time, it has become increasingly clear that that
more prominent notice and more extensive disclosure
may not effectively protect consumer interests in the
digital marketplace.’ In other words, providing more
information may not always result in more informed
consumer decisions. The OECD summarizes the issue as
follows:

Online disclosures can play a key role in
informing consumer decisions. [And] online
disclosure requirements therefore play an
important role in a variety of consumer policy
issue areas, including e-commerce, product
safety, data privacy and financial consumer
protection.

However, cognitive limitations such as
information overload, as well as technical ones
such as small screen sizes on mobile devices,
may limit their effectiveness. Additionally,
businesses may sometimes focus on technical
compliance with disclosure requirements
rather than maximising their effectiveness in
informing consumer decisions.*°
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Legal researchers agree that conventional disclosure
requirements may be of limited assistance in the
digital marketplace. Researchers have concluded that
disclosure and ToS often

...disregarded people’s cognitive abilities,
literacy levels and/or lack of motivation to
engage with information that does not seem
to help them achieve a particular goal (e.g.
completing a purchase or obtaining access to
news content). %>

Studies in the digital marketplace have also found that:

e The degree of disclosure has almost no impact
on the rate at which consumers read license
agreements.?

e Consumers who do read ToS are equally likely to
purchase a product regardless of the one-sidedness
of the contract.’®

e Only “one or two of every 1,000 retail software
shoppers access the license agreement and most of
those who do access it read no more than a small
portion.”1>4

e The “limiting factor in becoming informed thus
seems not to be the cost of accessing license terms
but reading and comprehending them.” 1>

e Mandating disclosure will not by itself change
readership or contracting practices to a meaningful
degree given that only “0.36% [of consumer
ToS are] more likely to be viewed when they are
presented as clickwraps that explicitly require
assent.”1%

4.4 Consumers May Have Little or No
Ability to Negotiate

Online ToS contracts often present consumers with
little practical choice but to “take it or leave it” with few
other options.

“Contracts of adhesion” offer little opportunity for
negotiation, other than the ability to walk away and
find similar services elsewhere. This situation gives
businesses “both the ability and incentive to unfairly
influence consumers.”*” Studies in the United States
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demonstrate that the market regulatory power of
consumer choice is largely ineffective in ensuring fair
and balanced ToS.'*®

These issues are compounded by the fact that online
ToS amendments can be frequent, consequential,

and imposed with ineffective (or no) notice.
Cumulatively, consumers may face hundreds of changes
across dozens of ToS for products and services, an
unreasonable task to manage.'® Frequent changes may
also facilitate deceptive or unconscionable practices.
Consumers may also regard frequent changes as

an active disincentive to read ToS as the ongoing
responsibility to track changes imposes an additional
and unreasonable burden.

4.5 Deceptive “Dark Patterns” May
Undermine Consumer Choice

“Dark patterns” refer to subtle or invisible (“dark”)
contracting, software, and user interface design
practices that “pattern” or “steer, deceive, coerce,

or manipulate consumers into making choices that
often are not in their best interests.”**° The prevalence
of a range of different dark patterns is found “on
e-commerce websites, apps, major online platforms,
cookie consent notices and search engines” among
other forms of digital transactions.¢!

Typical examples of “dark pattern” software and user
interface design include:

e “Frictionless” sign-up practices that minimize
notice of risks and consequences to the consumer

e Unnecessary and onerous opt-out procedures such
as requiring mailed letters or phone calls with long
wait-times

e Consent boxes and user settings checked by default

e Preference toggles with unclear labeling or in/
active status

e Preferences and settings buried deep within a
multi-layered menu structure or website

e Frequent pop-ups
e Obscured “cancel” or “unsubscribe” buttons

e Very small text



e Using undisclosed practices that lock consumers
into a platform, such as proprietary data formats,
bundled services, and “network effects” like non-
transferable, non-refundable platform currencies

e Unnecessary countdown timers to create an
impression of scarcity or a one-time offer. 12

A recent OECD report identified 24 distinct categories
of “dark pattern” design techniques deployed in the
digital marketplace.’®(see s. 8 below, and the table on
page 54).

Studies of dark patterns show they are very effective at
“subverting or impairing consumer autonomy, decision-
making or choice”*®* as well as changing consumer
choices and behaviours. Dark patterns can also cause
consumers to experience financial loss, psychological
stress, and undermine trust in the supplier.1®®

Ultimately the “purpose of dark patterns is to increase
business revenue” through deception.*®® Unregulated
dark pattern practices “may also pressure online
businesses to use dark patterns, particularly where
they are not clearly prohibited, to remain competitive”
and create a “race to the bottom.”¢” Collectively,
these practices reflect “mounting concern that dark
commercial patterns may cause substantial consumer
detriment.” 68

The United States Federal Trade Commission (FTC)
recently developed broadly applicable policy guidance
on dark patterns and began landmark enforcement
measures.

The policy acknowledges that dark patterns are
widespread practices “designed to trick, trap, and
mislead consumers” through tactics that include
“disguised ads, difficult-to-cancel subscriptions, buried
key terms, and tricks to obtain consumer data.”®

During 2022-2023, the FTC undertook an investigation
into the consumer ToS of leading global videogame
company Epic, developer of the popular video game
Fortnite. The FTC investigation resulted in fines

and penalties totalling SUS520 million for Epic’s

use of exploitative dark patterns, unfair terms, and
exploitation of child privacy.}”® The amount includes
SUS245M to refund consumers.'’?

An array of similar practices by Epic is now subject to a
class action in Canada, which was certified to proceed
in late 2022.172

Deceptive practices have also attracted fines in the
hundreds of millions of euros in France and Italy.
Investigations determined that Google, Facebook, and
Apple used deceptive dark patterns to enroll customers
by minimizing or circumventing adequate notice about
key terms and conditions “with clarity and immediacy,”
as well as frustrating the ability to reject cookie
trackers.'”® This investigation explicitly linked the role of
legal notice to common but poorly understood business
practices in the digital marketplace. Investigators found
operators of several major platforms to be:

...misleading users who register on its platform
by not informing them — “immediately and
adequately” — at the point of sign up that it
will collect and monetize their personal data...
[The] information provided by Facebook was
generic and incomplete and did not provide an
adequate distinction between the use of data
necessary for the personalization of the service
(with the aim of facilitating socialization with
other users) and the use of data to carry out
targeted advertising campaigns.i’

Investigations into dark pattern practices have also
begun in Canada. For instance, Canadian legal media
recently raised the alarm over the ways in which
deceptive “dark patterns” in the digital marketplace
evade consumer protection principles and are
triggering class action lawsuits.*”
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4.6 Low-cost and No-cost Digital
Services May Conceal Important
Risks, Avoid Consumer Protections

Many digital services are provided on a low-cost or no-
cost basis to the consumer. Other services may rely on
small “micro-transactions,” intermittent subscriptions,
platform currencies, credit for user-generated content,
and other occasional and non-traditional exchanges

of value. Such business models may avoid the
regulation and scrutiny of consumer law as they fall
short of monetary thresholds that trigger legislative
jurisdiction.’®

These services may also rely on business models that
monetize users through data harvesting, user profiling,
and targeted content or advertisements, often through
vague or misleading terms in the ToS. As noted above,
users of such “free” services may pay nothing but be
worth hundreds of dollars to the supplier. (See the
“What’s a consumer worth?” sidebar in section 2.3
above.)

4.7 ToS May Restrict Legal Rights and
Reduce Access to Justice

Notwithstanding consumer protection legislation,
digital ToS may include provisions attempting to restrict
a consumer’s ability to seek legal remedies. Many

ToS provisions include terms stating that disputes are
governed by foreign laws or must be initiated in foreign
jurisdictions. Many ToS also specify that disputes

must be resolved through internal dispute resolution
mechanisms, binding arbitration, or that class action
rights are waived.

Consumers may also risk reprisal for asserting their
rights. For example, the US FTC investigation into Epic
(described in section 4.5 above) found sustained and
systemic reprisal by the supplier where consumers
asserted legislated or contractual rights. Coercive
techniques include locking consumers out of their
accounts, stranding digital assets, damaging credit
scores by contesting chargebacks, and compelling
settlement agreements.'”’
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Consumers may also often find it impractical to enforce
their rights, particularly for the kinds of routine
transactions and activities that take place in the digital
marketplace.

Finally, the sheer number and scope of supplier
practices is also difficult to police, suggesting the need
for proactive and systemic enforcement strategies.

4.8 Consumer Protection Laws Can
Conflict and Overlap with Other
Laws

More people than ever use digital services for work,
education, recreation, communication, or to find jobs
and housing. As a result, a significant proportion of
consumer transactions are now conducted through
digital intermediaries.

The reach of the digital marketplace to all facets of life
means that consumer contracts now intersect with
many other areas of private and public law. As a result,
ToS often mean consumer protection rules may overlap
or collide with other laws. Examples include:

e  Privacy law

e Human rights law

e Employment and labour law
e Product safety

e Competition law

e Youth consent.



4.9 The Limits of Litigation

In the absence of legislation governing consumer
protection in the digital marketplace, some consumers
have turned to Canadian courts.

Litigation will always be a fundamental strategy to
protect and promote consumer rights. That said, there
may be important limits on the benefits of individual or
even collective litigation to address consumer hostile
behaviour. For example, litigation may lag business
practices in the complex, fast-paced, and constantly
evolving digital marketplace, meaning that court
decisions may have limited impact on the business
practices of the defendant or as precedents in other
contexts. Less scrupulous actors may also seek to
strategically exploit the reactive and slow pace of
litigation. It was recently revealed, for instance, that
Uber intentionally adopted an aggressive litigation
strategy to delay government and allow more time for
lobbying and to normalize public perception of their
business model in the interim.'’®

The most significant “limit of litigation,” however,

is rooted in access to justice: Consumer lawsuits
challenging online business practices are inevitably
expensive, lengthy, and complex legally. Only the best-
resourced litigants are likely to be capable of initiating
such actions. Individual consumers are unlikely to
have the resources, time, or capability to litigate their
individual disputes, particularly when the monetary
value of these suits is often so low. Some Canadian
courts have acknowledged the limits of the judicial
process to address the breadth of novel issues in

the digital marketplace, particularly given the power
imbalance between the supplier and consumer, and the
reality that consumers often can’t practically choose
to participate in many services despite the potential
consequences.'’

Some Canadian courts have also acknowledged the
need for a more comprehensive and coordinated
approach amidst a provincial patchwork of consumer
laws. A BC court recently accepted, for the first time
in Canada, inter-provincial jurisdiction over consumer
disputes.’® This decision is likely to be treated
skeptically by other governments and courts.8

Nevertheless, the decision highlights the need for a
comprehensive and coordinated approach to digital
marketplace regulation.

Despite these limitations, Canadian courts have begun
to interpret consumer contract law to account for

the digital marketplace. A series of relatively recent
provincial and Supreme Court decisions have held that:

e The unequal bargaining power between consumers
and digital marketplace suppliers suggests the need
for a large and liberal interpretation of legislation in
favor of consumer protection.!®?

e Courts should actively consider market
environment or market contexts shaping supplier/
consumer relationships in the digital marketplace,
including lack of consumer choice and difficulty of
seeking redress for minor transactions.®

e Consumer ToS may be found unconscionable
where terms prefer the law of foreign jurisdictions,
contract out of labour and employment legislation,
waive local class action or privacy rights, or impose
dispute resolution jurisdictions.8

e Separate and distinct considerations are required
to interpret standard-form contracts in consumer
versus commercial contexts.'®

e Aclass action in Canada against Epic for practices
like those investigated by the U.S. Federal Trade
Commission was certified to proceed as of
December 2022.1¢

Law Commission of Ontario m
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5. Consultation Issues

and Questions

The provincial government’s 2023 Consultation Paper
includes many significant reforms to update the CPA.
As noted, the LCO believes the provincial government’s
proposed reforms do not go far enough to address
many consumer protection issues rights specific to the
digital marketplace.

This section identifies and discusses a range of
issues and proposals that go beyond the provincial
government’s CPA proposals. These issues and
proposals are sometimes described as being part
of a “new consumer agenda” designed to protect
consumers against a new, complex, and expansive
range of risks in the digital economy.?®’

The range of these issues are explored in the following
sections 6 through 11, which discuss:

e C(Creating dedicated and consistent consumer
protection rules for online contracts

e Improving notice and disclosure
e Regulating or prohibiting “dark patterns”

e Providing better consumer protections for youth
and vulnerable consumers

e Reducing deception and unconscionable practices,
and

e Improving oversight, enforcement and access to
justice.

Importantly, the LCO’s research and analysis suggests
an emerging consensus around several key issues
and principles important to consumer protection law
reform.



6. Creating Dedicated
and Consistent
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The gaps in consumer protection distinct to Ontario’s

_:-_ digital marketplace suggest the need to establish
=t dedicated and consistent consumer protection rules
.-‘: : for online practices impacting consumer contracts

T Hebeks ()Lfll)]\ e rcggﬂbt PARJOTTC in Ontario. The following sections identify several

Irrey 0C: lbh 4 Laje w potential reform proposals to meet that need,

iy including:
A thLVOC‘lbl P !l . e Defining “online” practices and establishing
. ,‘_): e Lh: : dedicated provisions

e Eliminating the CPA’s monetary threshold to
better protect consumers using free, low-cost, or
occasional cost services

\ e Regulating unilateral changes to ToS.

%“\\\ \\\

AN\ 6.1 Define “Online” Practices and
“&% :\:\ \\\ Establish Dedicated Provisions

The CPA includes at least three types of contracts that
may include an online component, including “internet”,
“remote” and “future performance” contracts.’® These
contracts were added to the CPA in 2002 in response
early forms of internet commerce and the need to
modernize a CPA otherwise “passed in the [economy
of the] 1960s and into the 1970s.” Notably, the 2002
legislature confirmed the need to modernize the

CPA to ensure an equivalent “level of protection for
consumers who shop for goods and services on the
Internet to those going to their local corner store...
with a face-to-face encounter.”*#

This legislative approach sought to distinguish contracts
based on where they are formed (i.e., in person, on a
phone or by mail, or online). Experience today is that
these distinctions aren’t always sensical. For instance, a
consumer might buy a product in person by confirming

Law Commission of Ontario




their purchase with their phone in a transaction
mediated by an online third party. Consequently, the
CPA’s current legislative distinctions between different
types of contracts overlap. This may cause confusion,
undermine various consumer protections, and
contribute to regulatory evasion.*® For instance, one
academic reference created 12 tables spread over eight
pages to map out the intersections of these laws across
various types of transaction.!!

The provincial government’s CPA proposals eliminates
statutory distinctions between “remote,” “internet,”
“future consideration” and “direct” contracts in favor
of a single set of “core rules” that would apply to most
consumer contracts, “including a contract entered into

online”**?

A single set of “core rules” may not effectively
anticipate important consumer protection issues in
online transactions for two reasons.

First, consumer needs and consumer protection issues
in online transactions are unlikely to be addressed in

a single definition of “core rules” that “would apply

to most consumer contracts including direct, remote,
internet, future performance, timeshare, personal
development service, loan brokering, credit repair
services and certain lease agreements.”'*®* A generic
approach may also inadvertently mislead consumers
into a false sense of reliance on incomplete standard
terms.

Second, the provincial government’s proposals do not
define “online” contracts or practices. This gap raises
several questions, including whether the CPA’s existing
protections for internet contracts will continue in whole
or in part. For example, the CPA currently provides the
following protections for “internet agreements”:

e An express opportunity for the consumer to accept
or decline the internet agreement

e The accessibility of the mandatory disclosure
document

e Aseven-day cooling off period to cancel the
agreement

e The suppliers name, telephone number, and place
of business premises

m Consumer Protection in the Digital Marketplace

e The manner of delivery, including the name of the
carrier

e The rights and obligations of the supplier in relation
to cancelation, returns, exchanges and refunds

e Any other restrictions, limitations, and conditions
imposed by the supplier unilaterally.?%

It is unclear whether a new category of “online”
transactions will have equivalent protections.

It is further notable that recent regulations enacted
under Part 4 of the CPA exempt internet platforms
supplying accommodation, public auctions, or
perishable food from several long-standing CPA
consumer protections.’®> As a result, Ontarians using
services such as AirBnB, eBay, Door Dash, and Uber Eats
may have fewer consumer protections than for other
consumer transactions. These exemptions arguably
undermine the principle that consumers should enjoy
equivalent protections across the digital marketplace.

In contrast, many jurisdictions have legislated
definitions of “online” or “digital” contracts, practices or
services to promote better consumer protections in the
digital marketplace. In many cases, these jurisdictions
have defined legislative provisions which act as
“standard terms” applicable to all digital marketplace
ToS.

For instance, the European Union (EU) has adopted
several dedicated definitions addressing “online”
practices and the “digital marketplace,” including:

“digital sector: means the sector of products
and services provided by means of, or through,
information society”

“online platform: means a hosting service that, at
the request of a recipient of the service, stores and
disseminates information to the public”

e  “online marketplace: means a service using
software, including a website, part of a website or
an application, operated by or on behalf of a trader
which allows consumers to conclude distance
contracts with other traders or consumers.”1%



These definitions allow the EU to create specific and
targeted regulatory responses to digital consumer
needs, including greater transparency, more effective
notice and disclosure, clearer identification of
unconscionable and unfair terms, and online-specific
remedies. The EU has used this approach in other
consumer-focused legislation as well. For example:

e The Digital Markets Act (DMA) defines
“platforms” operating at various scales of reach
and sophistication and establishes consumer-
driven dispute resolution and systemic reporting
mechanisms.*’

e The Digital Services Act (DSA) also defines
“platforms” and requires platforms to police
themselves their platforms for misinformation,
disclose content-promoting algorithms, and stop
targeted advertising on the basis of ethnicity,
religion, or sexual orientation.!*®

The UK is also in the process of finalizing the Online
Safety Bill which introduces new rules for search
engines and any platform that hosts user-generated
content.’® These rules effectively set “standard terms”
for search engine and platform ToS which consumers
can rely on.?®

Importantly, Ontario has already established an
important precedent example of dedicated digital
legislation.

In April 2022, Ontario created and enacted a definition
of “online digital platform” in the Digital Platform
Workers’ Rights Act, 2022 (DPWRA).?® The DPWRA
establishes the first stand-alone definition of “digital
platform” anywhere in Ontario law. The purpose of this
legislation is to clarify certain employment and labour
rights for those who work for an

online digital platform that allows workers to
choose to accept or decline digital platform
work... for the provision of for payment ride
share, delivery, courier or other prescribed
services...?%

The legislation makes platforms (and hence their
ToS with workers) more transparent and balances
inequities between the worker and platform. To

achieve this, the legislation creates a new category

of worker, the “digital platform worker,” and ensures
workers have access to “key information” and “market
contexts” that impact them, including notice and
disclosure of how the platform calculates worker pay;
notice of removal of the worker from the platform;
how algorithmic performance rating is conducted;
and freedom from reprisals (such as worker account
suspension and de-platforming) when workers raise
concerns.?%

Addressing Technology and
Consumer Rights.

The LCO’s Consultation Paper considers updates
to the CPA to Ontario’s consumer protection
remains responsive to new digital marketplace
technologies and business practices. Recent
European reforms, such as the Digital Markets
Act, Digital Services Act, and 2021 Unfair
Commercial Practices Directive (UCPD), are more
far-reaching.?®® For example, the UCPD includes
detailed provisions addressing contracting,
technological, and business practices that may
violate consumer protection principles, including:

e Misleading information and misleading
omissions

e Hidden marketing / failure to identify
commercial intent

e Material information provided in an unclear
manner

e Use of the claim ‘free’

e Free trials and subscription traps

e Influencer marketing transparency
e Userreviews

e Data-driven and algorithmic personalisation
of content

e Dark pattern design of user interfaces

e Consumer lock-in to proprietary platforms
and formats

e Gaming practices including sale of virtual
items, in-game marketing, and digital
currencies.??
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There are several potential benefits of applying this
approach to modernize online consumer practices in
Ontario.

First, adding new and specific CPA definitions of
“online” practices could create a legislative and
regulatory framework to address the wide range of
consumer harms and risks that arise uniquely (or
primarily) in the digital marketplace. For example,
dedicated definitions and provisions could allow the
CPA to identify regulations and practices that address
the complexity of online ToS contracts; issues relating
to online disclosure, notice and consent; issues related
to unconscionability; and “dark patterns.” Dedicated
definitions and provisions could also allow the CPA to
address the impact digital terms of service may have
on privacy rights, consumer profiling, content creator
rights, platform misogyny, as well as to employment
and labour rights.

This approach focuses on what businesses do in online
transactions rather than trying to define how or where
a contract is formed. Trying to define “online contracts”
is very difficult. In reality, most contracts are a hybrid
of online and offline activities, like buying something

in a store while having the receipt emailed. Instead,
the emphasis is on defining practices which take place
in the online or digital marketplace that may raise
legitimate consumer protection issues.

In this regard, a definition of “online” may be needed to
establish a core set of broad and equivalent protection
of consumers anywhere in the digital marketplace.

This is consistent with long-established foundational
principles of consumer protection law that aims to
ensure equivalent protection anywhere, thus increasing
consumer confidence while limiting harms.

Second, this approach could benefit Ontario businesses
by clarifying that “online” CPA provisions would not
apply to businesses that do not operate in the digital
marketplace businesses or who engage in specified
online practices that merit consumer protection. This
approach would reduce regulatory uncertainty and
burdens for many Ontario businesses and services,
satisfying a key provincial priority.2%
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Third, this approach could promote harmonization and
reduce compliance costs for businesses and consumers.
It would also make compliance for all businesses easier
and clearer, and eliminate the “race to the bottom” that
disadvantages consumers and honest businesses alike.

Consultation Questions:
Defining “Online” Practices and
Establishing Dedicated Provisions

Question 1:

What factor or factors distinguish “online”
practices from other forms of contract identified
in the Consumer Protection Act (CPA)?

Question 2:

Should Ontario create a statutory or regulatory
framework to address potential consumer risks
and harms in the digital marketplace? If so,
should the CPA be amended to add a statutory
definition of “online” practices? How should
“online” practices be defined?

6.2 Eliminate the CPA’s Monetary
Threshold to Better Protect
Consumers Using Free, Low-Cost, or
Occasional Cost Services

At present, some of the CPA’s consumer protections are
dependent on the monetary threshold of the consumer
contract. For example, the CPA current consumer
protections for “internet agreements” (listed above)
only apply where the value of the transaction is S50
and over.?”

The provincial government’s proposed “contract
entered into online” does not clarify whether the

CPA’s existing monetary thresholds will continue to
apply. The lack of clarity regarding online contracts and
monetary thresholds potentially undermines consumer
protections for many common online services used by
Ontario’s consumers that are provided free, at low-cost,
through indefinite subscription fees, or supplemented
through “micro-transactions.”2%®



Equally important, many online services rely on non-
monetary exchanges of value such as consumer

data monetization, reward points, platform tokens

or currency, and the like. Regulators have begun to
recognize the contractual value of these transactions
and how they can contribute to an exploitative and
unbalanced (and perhaps unconscionable) bargain
between the supplier and consumer.?® These
transactions may be exempt from the CPA’s present and
proposed definition of “online contract.”

When the Ontario CPA was drafted, the S50 threshold
was created to avoid imposing too much in the way of
formalities on low value contracts.?® The world of free,
low-cost, occasional cost platforms and business models
(such as those used by Facebook, Google, Twitter, and
many others) was not on the minds of legislators. 2!

Unsurprisingly, courts have struggled to consistently
interpret these provisions for the contemporary

era. Current case law suggests that some of these
situations may satisfy the $50 threshold and thus
trigger the protection of the CPA to specific notice and
disclosure requirements.?'? Furthermore, ToS contracts
may voluntarily be structured to comply with these
requirements even if many of the dealings would not
need to comply given that the consumer does not pay
more than $50. At the same time, case law is equivocal,
reactive, and voluntary compliance is inconsistent.?!?

A modern CPA could eliminate its S50 monetary
threshold to better protect consumers of free, low-cost
or occasional cost services. CPA reforms could also
explicitly cover accumulated transactions, such as those
through indefinite subscription fees, occasional “micro-
transactions.”

Ontario could modernize the CPA to account for these
situations by adopting the approach taken in British
Columbia. The BC Consumer Protection Act declines

to set a monetary threshold notice and disclosure
requirements broadly applicable to ToS contracts.?*
This could achieve an important goal of the 2023
Ontario CPA consultations: to simplify and consolidate
of core protections broadly applicable anywhere in the
digital marketplace. It could also streamline business
compliance and certainty while improving consumer
confidence.

Consultation Questions:
Modernizing the Monetary Threshold for
Protection under the CPA

Question 3:

Should the CPA be amended to eliminate the
monetary threshold (currently S50) for consumer
protections for “online” contracts? What are the
potential benefits and drawbacks of eliminating
the monetary threshold?

6.3 Regulate Unilateral Changes to ToS

Ontario’s 2023 Consultation Paper includes two
proposals to update the CPA’s unilateral amendment
provisions. The proposals would require explicit
consent to any amendments for most consumer
contracts, subject to two exceptions:

e Where the changes do not reduce the obligations
of the supplier or increase the obligations of the
consumer; or

e When the contract is for an indefinite term and the
consumer can cancel at any time without incurring
termination costs.??®

These proposals recognize unilateral contract
amendment is a significant problem for consumers in
the digital marketplace. Unfortunately, the proposals
may be too narrow and leave many digital consumers
without the benefit of important CPA protections.

For example, the first proposal would only apply to
contracts requiring written consent in the first instance.
Many digital terms of service contracts do not meet this
standard and would thus not be subject to the CPA’s
unilateral amendment protections. Many other digital
contracts only require acceptance of notice, rather than
written consent to the contract.

Law Commission of Ontario



Similarly, the second proposal would allow businesses
to make unilateral changes if the consumer is free to
cancel the contract at any time without termination
costs. At first glance, this proposal appears to strike a
sound balance: if a consumer does not like a unilaterally
imposed term, she or he can opt-out and choose to go
elsewhere.

The difficulty is that digital consumers often have

little practical choice to go elsewhere. As a result,
Ontario’s consumers may effectively be “locked in”

to digital contracts due to a lack of marketplace
alternatives, propriety formats, externally mandated
online contracts/services (such as workplace or school
requirements), and/or captured content that make it
difficult, impractical, or impossible to transfer data and
metadata between products. In these circumstances,
Ontario’s consumers may effectively have little or no
choice to terminate their contracts and thus avoid
unwanted unilateral contractual changes.

The LCO acknowledges that businesses need to
constantly innovate to improve their products and
services. As a result, digital suppliers and businesses
must have the ability to change their terms of service
to reflect the evolution of their business practices,
products, and business relationships. Nevertheless,
consumer rights should not be sacrificed.

The LCO’s research reveals several promising legal and
policy tools available to improve notice and disclosure
of unilateral changes in the digital marketplace. These
reforms address both 1) the nature and details of
notice that must be provided to consumers, and 2) the
risks and consequences to consumers of unilateral ToS
changes.

First, unilateral changes that involve “key information”
and consequential “market contexts” (discussed below
in's. 7) could be prohibited or otherwise curtailed in
the CPA. This reform would be consistent with the
commitment in the 2023 Consultation Paper to “clearly
prohibit businesses from including contract terms that
appear to waive important consumer rights.”2
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Second, the CPA could require that unilateral changes
must be accompanied by plain language explanations
and real-world examples of the change’s risks and
consequences to consumers, effectively disclosing any
important “key information” and “market contexts”
consumers may otherwise not be aware of. The

CPA could also require that unilateral changes be
accompanied by notice of how to opt-out of the
contract.

Third, unilateral changes could be governed by better
ensuring a “duty of good faith” where a business
proposes to modify a contract governing an ongoing
relationship. Businesses have legitimate reasons to
modify contracts — such as routine changes in the
business structure or the business model — that

may not impact on consumers and are unlikely of
interest to consumers. At the same time, consumers
and governments need the opportunity to assert
themselves when contract amendments amount to bad
faith or trickery. The CPA could be modified to allow
unilateral modification of a term by the business only if
the modification is proposed in “good faith”, meaning
that it is fair and equitable and does not have the effect
of undermining an affirmation or promise made by

the business that is consequential to the consumer, or
as modifying part of the original bargain between the
business and the consumer. Where questioned, this
would give rise to a prescribed situation for a consumer
to cancel a contract. Such a “duty of good faith” was
recently proposed by the American Law Institute as an
effective way of ensuring consumer rights in context of
unilateral contract changes.??’

An additional and perhaps complimentary reform
would be to establish an online ToS registry where
businesses could post their most recent ToS. For
instance, the state of California and Federal regulators
in the United States propose a variety of consumer
contract registration databases, including for privacy
policies and terms that week to waive or limit
consumer legal protections.?*® Such registries could
promote transparency and notice, automate auditing
and academic study, or track unilateral changes to
improve accountability. (More about this is included in
this paper at section 11.2.)



Consultation Questions:
Addressing Unilateral Changes to ToS

Question 4:

Should the CPA be amended to provide more
consumer protections against unilateral
changes in terms of service (ToS) in the digital
marketplace? If so, could this be achieved by:

Prohibiting unilateral changes related to “key
information” or “market contexts”?

Providing a right to cancel a contract without
penalty under proscribed circumstances?

Better ensuring a “duty of good faith” to
distinguish routine from consequential
unilateral changes?

Creating a ToS registry, consumer welfare
agency, or other audit mechanism to review
unilateral changes and prepare independent
summaries for consumers about potential
risks and consequences.

Other potential reforms?

Question 5:

How should potential reforms to better protect
consumers against unilateral changes be
balanced against the legitimate interests of online

suppliers?

Law Commission of Ontario _



1%
#5%

1 YO Y

irrevocably
VDC(]-,)I‘!

£3 ”r()b’dbhT

T

IV
< 8
_'a;"\

g )\kl'uh'l\k

SU1E

utes.. ,-

14 ti:a'di

7. Improving Notice and

Disclosure

Consumer notice and disclosure is one of the pillars of
consumer protection legislation. Notice and disclosure
is said to address information asymmetries, improve
consumer awareness, and facilitate the exercise of
consumer choice. There are many notice and disclosure
provisions in Ontario’s CPA.

The ubiquity of online contracting / ToS and modern
business practices challenge traditional assumptions
about why, and how, consumers are provided notice
and disclosure. In these circumstances, it is not
surprising that notice and disclosure has been perhaps
the highest profile and most discussed consumer
protection law reform issue.

The CPA’s notice and disclosure provisions (and
equivalent provisions in other jurisdictions) have

been criticized by consumers, business, academics,
and courts for being insufficient to meet the

needs of contemporary consumers. The challenge

is how to reconcile the “more disclosures, more
notifications” approach with the many small and large
transactions consumers routinely conduct in the digital
marketplace. This is particularly urgent in relation to
“key information” and “market contexts” distinct to
the digital marketplace that may shape consumer
behaviour and interests in ways consumers may not be
adequately aware of. For instance, whether consumers
really own their “digital property” or how user data is
monetized and the consequences this may have.

The following sections explore these issues by:

e Qutlining current notice and disclosure
requirements under the CPA

e Reviewing notice and disclosure reforms proposed
by the Government of Ontario

e Discussing criticisms of notice and disclosure
regimes, and how they’ve been litigated, and

¢ Introducing law reform options that would identify
and disclose “key information” and “market
contexts” about the digital marketplace to
consumers.



7.1 The Consumer Protection Act

Ontario’s current CPA reflects what is sometimes called
a “more disclosures, more notifications” model. For
example:

Consumers have a general right to disclosure
depending on specific contexts, such as where the
contract was signed (in a place of business, in door-to-
door sales, over the internet, etc.) or because of the
nature of the business (such as tow trucking, motor
vehicle repairs, credit agreements, etc.). The CPA also
includes detailed mandatory disclosures for “internet
agreements.?'® These disclosures are often minimal and
cover only bare formalities of a consumer transaction,
such as the name of the supplier, their phone number,
an itemized list of prices, taxes and shipping charges,
and the like.?®® The CPA may also mandate additional
notices and disclosures in specific transactions, such as
towing contracts or credit agreements.??

Finally, the CPA generally provides that:

5 (1) If a supplier is required to disclose
information under this Act, the disclosure must
be clear, comprehensible and prominent.

and

15(2)(a) It is an unfair practice to make an
unconscionable representation [including] that
the consumer is not reasonably able to protect
his or her interests because of disability,
ignorance, illiteracy, inability to understand the
language of an agreement or similar factors.

The CPA’s notice and disclosure provisions (and
equivalent provisions in other jurisdictions) have
been criticized by consumers, business, academics,
and courts for being insufficient to meet the needs of
contemporary consumers. The provincial government
has acknowledged these criticisms and proposed
important updates the CPA’s notice and disclosure
provisions. This section discusses these issues and
identifies potential law reform initiatives to update
notice and disclosure for the digital marketplace.

7.2 Government of Ontario CPA Reform
Proposals

The 2023 Government of Ontario Consultation Paper
includes three important proposals to update CPA
notice and disclosure provisions, including:

e Simplifying and consolidating the many different
existing CPA disclosure rules into a single set of core
rules that would apply to most consumer contracts,
“including a contract entered into online.”?*

e Requiring that the consumer contract is in writing;
that the contents of the contract are disclosed; and
providing an express opportunity for consumers to
accept or decline the contract before entering it.??

e Requiring disclosure of “key information in the
contract.”

The third proposal is perhaps the most far-reaching.
The definition of “key information” is not provided

in the Consultation Paper, however, the provincial
government has committed to “consult during
regulatory development on the appropriate information
to be required for disclosure purposes and whether
some contract categories would require additional
rules.” 2

These proposals are intended to work together

to standardize and improve consumer notice and
disclosure requirements for consumer transactions. The
goal, as stated in the 2020 consultation, is that there
should be clearer and more consistent rules governing
consumer contracts “anywhere.”.??

The LCO commends these reforms but is concerned
that they may not be effective. This is because simply
adding more consumer notices or disclosures may
not address the most common and consequential
consumer notice and disclosure issues in the digital
marketplace.
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Our concerns appear to be shared by many Ontario
consumers and businesses:

On March 8%, 2023, the provincial government hosted
consultation sessions on its proposed 2023 CPA
reforms.

Consumer representatives noted that the traditional

emphasis on notice and disclosure rules and practices is

no longer effective in the digital marketplace because:

e The number and complexity of digital “terms of
service” or “click consent” contracts.

e Most consumers do not understand the nature or
consequences of many of the digital contracting
practices.

e Consumers often have practically little choice
but to accept the terms of online contracts, even
if suppliers disclose concerning practices or key
information.??®

Similarly, business representatives emphasized that:

e Consumers and businesses experience “consent
fatigue” and “consent spam.”

e Some businesses may not understand the
consequences of many digital terms of service.

¢ Simply adding more, or more detailed, notice
and disclosure requirements may add regulatory
burdens on businesses without providing practical
assistance to consumers.

e Businesses who comply with additional new
or additional notice provisions may be at
a competitive disadvantage if there is little
enforcement of consumer protection provisions.??’

m Consumer Protection in the Digital Marketplace

7.3 Criticisms of Notice and Disclosure
Regimes

The concerns expressed by many Ontario consumers
and businesses are consistent with academic analysis
of modern digital contracts. Contract scholars write at
length about the limitations of effective and meaningful
notice and disclosure. Central to this analysis are the
concepts of ToS “accumulation” and “overload”:??®
Accumulation is the sheer number of ToS presented

to consumers in many different areas. Overload is the
complexity of ToS and their wide range of structures
and formats.

Research has shown that accumulation and overload
lessen consumers’ “wish to make choices and impairs
the quality of choices that they make.”??® As a result,

updated CPA requirements that simply add additional
notice and disclosure provisions may be ineffective or
even worsen consumer protection.

Notice and disclosure provisions in ToS contracts have
been criticized for many years. In 2013, Margaret Jane
Radin, a leading Canadian contracts scholar, concluded
that consumers:

e Feel they would notunderstand the terms if they
did read them, so it is not worth the time.

e Determine they need the product or service and
have no access to a supplier that does not impose
onerous clauses, so reading the terms wouldn’t
make any difference.

¢ Are often not even aware that they are becoming
subject to questionable terms, so don’t know that
there is anything important to read.

e May simply trust the company not to have included
anything harmful.

e Believe that anything harmful would be
unenforceable or challenged by others.

e Think the company has power over them anyway
and so are simply stuck with what the ToS imposes.

¢ Do not believe they will ever need to exercise their
background legal rights.2%°



A 2021 OECD survey of online
shoppers in 13 countries reveals that
around 70% of consumers who have
faced a problem in e-commerce simply

trust the terms and conditions of an
online purchase to be acceptable,
rather than to actually read them
before every online purchase.?!

More recently, the American Law Institute (ALI)
concluded:

In a world of lengthy standard forms,

which consumers are unlikely to read, more
restrictive assent rules that demand more
disclosures, more notifications and alerts, and
more structured templates for manifesting
assent, while required by courts, are unlikely
— even if businesses comply with them — to
produce substantial benefit for consumers...?*

Legal scholars note that expansive ToS disclosures are a
logical consequence in the absence of clear legislative
or regulatory guidance on disclosure requirements. In
other words, businesses often add ToS disclosures as

a precautionary strategy to fulfill indeterminate legal
requirements and insulate themselves from potential
liability.?%

Similarly, the OECD recently found that:

...if the number of mandatory (general or
sector-specific) disclosure requirements
becomes very large, the cost of enhancing
the effectiveness of each individual disclosure
may become prohibitive, forcing businesses
to concentrate on compliance rather than

on efficient communication. If the content

of the disclosed information is associated
with significant costs for the disclosing entity,
incentives to disclose effectively may be
limited.?**

Moreover, simply adding disclosure requirements
may complicate or overshadow the need to promote
meaningful consumer disclosure. The ALI, for example,

has highlighted how consumer disclosure practices in
the digital marketplace often lack “market context” to
make disclosures meaningful.?®

In the world of digital contracting, “market context”

is an important concept. It refers to business models
and practices which are often unknown to consumers
but which may have important consequences and
risks. A common example in the digital marketplace is
a online contractual term that a supplier “may share
information about you with our partners to improve
your experience.” Absent disclosure of market context,
a consumer may not know that these provisions are
often used to monetize the consumer, shape consumer
content or prices, and share consumer profiles with
other businesses.

Examples Of Key Information And Market
Contexts

In 2021 the EU adopted an Unfair Commercial
Practices Directive (UCPD).?*® The UCPD provides
detailed lists of contracting, technological, and
business practices with guidance on how these
may violate consumer protection principles.
Examples include:

e Misleading information and misleading
omissions

e Hidden marketing / failure to identify
commercial intent

e Material information provided in an unclear
manner

e Use of the claim ‘free’

e Free trials and subscription traps

e Influencer marketing transparency
e Userreviews

e Data-driven and algorithmic personalisation
of content

e Dark pattern design of user interfaces

e Consumer lock-in to proprietary platforms
and formats

e Gaming practices including sale of virtual
items, in-game marketing, and digital
currencies.?’
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How Can the Omission of Key Information
Affect Consumers?

Unclear, vague, or complex ToS may be used

to mislead consumers about the rationale

for certain practices. In the United States, for
example, the FTC recently imposed a $150M
penalty on Twitter for “breaking its privacy
promises —again.”?*® The FTC found that Twitter
prompted more than 140 million users to their
link phone numbers and Twitter accounts under
the guise of improving user’s account security. 2%
Twitter subsequently used the phone numbers
to uniquely identify consumers, establish data
profiles, and consolidate those profiles across
different platforms and services. This practice
made Twitter’s users more more valuable to data
brokers and more valuable advertising targets,
resulting in “ads that enriched Twitter by the
multi-millions.” 24

7.4 Government, Judicial and Academic
Scrutiny

Finally, ToS notice and disclosure provisions are
increasingly the subject of government investigations
and judicial and academic scrutiny. Governments, for
instance, have increased the pace of investigations
into notice and disclosure practices specifically in the
complex digital marketplace. Examples include the
following:

e |taly and France have imposed record fines (in
the hundreds of millions of euros) on operators
including Facebook, Apple and Google for ToS
notice practices found to be deceptive.?** Operators
were found to be intentionally designing sign-up
procedures “misleading users who register on its
platform by not informing them — “immediately
and adequately” — at the point of sign up that it
will collect and monetize their personal data...”?*

e |nthe United States, e-commerce sites like Amazon
have been criticized by the United States Congress
and others for not providing meaningful notice to
consumers of how opt-in programs like Amazon
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Prime may inflate and pass additional costs onto
consumers.?*

e (Google has been fined in the EU and sued for
damages for practices which are not disclosed to
consumers, including prioritizing links to Google’s
shopping platform (with a demonstrable increase in
prices of goods by 12-37%).24

ToS notice and disclosure provisions have also been
criticized recently by Canadian courts and regulators.
The recent BC case of Douez v. Facebook, Inc. (2022
BCSC 914) 2% addressed the relationship between
ToS, consent, and notice provided during the user
registration process.

The applicant, Douez, claimed that Facebook did not
obtain adequate consent to use her personal image in
Facebook’s “shared stories” promotions. These would
insert images of friends into Facebook promotions to
better catch the attention of the user and imply the
friend’s endorsement of the promoted product. The
court agreed that Facebook did not obtain adequate
consent to this practice and affirmed several consumer
protection principles in the digital marketplace,
including that:

e Consumers cannot consent to such practices unless
given notice of them in advance.

e Several long-established contractual principles
apply to ToS in the digital marketplace, including
that terms must be interpreted in the context of
the power imbalance between the supplier and
consumer.

e Courts can broadly consider factors such as
the purpose of the contract, the nature of the
relationship it creates between supplier and user,
and the environment or market conditions and
market contexts it operates in without looking at
circumstances specific to each individual agreeing
to it.?¥

Any commitment to give users tools and settings
to control their data is misrepresentative unless
the control is effective and meaningful (where
implemented).?*®



e Areasonable consumer is entitled to read and
understand several provisions together. Failure by
the operator to meet that interpretation fails to
establish express consent.?*

e Prospective users must receive fair notification
where registration for a service constitutes
agreement to a ToS, and the user is given the
opportunity to read those provisions by clicking on
a hyperlink.>°

o The supplier bears the onus and must be able
to show that consent was obtained when a user
claims that their privacy has been violated. 2*!

Some legal analysts suggest Douez confirms that
suppliers must effectively disclose meaningful risks
and consequences to the consumer in order to rely on
consumer notice as a form of consent.??

Similarly, the recent investigation into the Tim Hortons
app by Canadian privacy regulators confirmed that
“vague and permissive language” in Tim Horton’s ToS
undermined effective notice and disclosure. >3 The
Commissioners found:

e Notice and disclosure is insufficient where
information is being collected and used outside
the reasonable expectations of the individual and
creates a meaningful risk of residual harm.

e Effective notice should concretely and clearly
specify four key elements: the information being
gathered; the parties the information is shared
with; the purposes of the sharing or use in
sufficient detail for individuals to meaningfully
understand what they are consenting to, and

e There must be clear notification of risks of harm
and other consequences.?*

Judicial scrutiny of these issues has also struggled to
consolidate concerns with notice and disclosure in
online consumer contracts. In the United States, the
American Law Institute (ALI) recently introduced a new
law reform study — the Restatement on Consumer
Contract Law — to help guide American judges in
consistently navigating these issues in consumer
contracts.

4

The ALl restatement proposes that “reasonable notice”
can be achieved by protecting “consumers against
terms that either overreach or undermine express
promises made by the business.”?* This would allow
“blanket consent” despite the absence of informed
consent to it, “as long as it does not undermine the
“dickered terms” and is otherwise not unfair to the
consumer.”?¢ If it is, the notice (and underlying term)
will be unenforceable for unfairness. The Restatement
includes two new Principles §5 and Principle §8
specifying contemporary expectations for consumer
notice.

Principle §5 states that a term can be unconscionable
for either “substantive reasons” or “procedural reasons.”
Substantive reasons are defined as a fundamentally
unfair or one-sided term. Procedural reasons include
terms that result in unfair surprise or results from the
absence of meaningful choice or ability of a “reasonable
consumer” to understand and appreciate implications of
a term given their legal and financial sophistication, the
complexity of the term, etc.?’

Principle §8 states that where a term (or notice)
suggests a fair bargain for the consumer but is
inconsistently and unfairly interpreted in practice by the
business, the term would not be considered final.>*® The
premise of Principle §8 reflects the reality in consumer
contracts that “standard contract terms do not result
from a combined effort by both parties to draft a
negotiated agreement” and there is “less justification
to view them as a joint affirmative memorialization of a
mutually designed agreement, and thus less reason to
allow them to override affirmations of fact or promises
made to the consumer.”%° In this manner, Principle §8
would allow consumers to effectively withdraw their
consent in some circumstances in order to establish a
more reasonable and fair interpretation of a contested
contractual term.

Finally, these proposals could also be read in
conjunction with the ALl proposal reviewing a “duty of
good faith” where a business proposes modification to
a term, and is required to meet both procedural and
substantive requirements proportional to the impact
on the contract and the consumer (see discussion in
section 6.3).
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As evidenced above, it is important to note the

close relationship between consumer protection
strategies addressing notice / disclosure and deception
/ unconscionability. Many law reform strategies
addressing notice and disclosure are intended, in part,
to reduce deception and unconscionability. As a result,
many of the issues and strategies discussed earlier
(including “dark patterns”, “market context”, and “key
information”) have bearing on law reform options to
improve deceptive and unfair practices. Indeed, terms
and practices identified as “key terms” and “market
contexts” for improving notice and disclosure also merit
consideration as terms which may be deceptive or
unconscionable (see discussion in section 10).

7.5 Law Reform Options

There have been many attempts to update notice and
disclosure provisions to improve consumer protection.

For example, Ontario’s recent Digital Platform Workers
Rights Act creates a definition of a “digital platform
worker” that legislates several key disclosures of
greatest interest, risk and consequences to users,
including how pay is calculated, how tips are handled,
and the right to a minimum wage.?®° The law also
establishes important disclosure requirements
addressing how work is assigned and platform’s use

of performance rating systems.?! These are examples
of “key information” and “market contexts” in action,
drawing the attention of the digital worker / consumer
to issues of greatest practical relevance, risk and
consequence to them where the terms may otherwise
not be disclosed or buried in an unread ToS.

A similar approach to reforming digital marketplace
relationships have been adopted elsewhere. For
instance, EU legislation mandates notice and disclosure
of key “market context” information to consumers
using digital services platforms, including risks and
consequences related to:

e What content moderation systems are in place, and
what their rules are

e How the consumer is profiled to target
advertisements and automatically rank and select
content the consumer sees
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e The right of the consumer to opt-out of these
activities (while continuing to use the service).?®?

In proposing to consolidate various outdated types of
agreements, the Ministry’s 2023 Consultation Paper
proposes separate regulatory development of “rules
for businesses to disclose the terms including key
information in the contract.”?®® “Key information” is
not defined, however, and the Ministry commits to a
future consultation “on the appropriate information to
be required for disclosure purposes and whether some
contract categories would require additional rules.”2

The LCO supports the need for consumers to receive
mandatory notice and disclosure of “key information”
prior to consenting to an online contract and important
amendments to that contract. ToS accumulation

and overload demonstrates how consumers face an
insurmountable volume and complexity of contracts

in the digital marketplace.?®> Making “key information”
better available may improve transparency and ensure
consumers are aware of terms which are of concern
and consequential to them, and actionable by them.

In the LCO’s view, Ontario’s consumer protection

law must strive to provide “key information” in

digital transactions relating to consent, deception,
unconscionability, notice and disclosure, the
identification of risks and consequences to consumers
(including “market contexts” in which the transaction
takes place), and risk management by businesses.

Given the range of “key information” that should be
disclosed, both legislative amendments and dedicated
regulations are likely needed. The LCO believes that
“key information” requires both specificity (to target
practices of concern) and flexibility (to respond

to evolving market conditions and practices). This
would better establish a modern and comprehensive
legislative framework and brings consumers and
businesses back to the original bargain — the balance
between transactional expediency, clarity, and
foreseeable risks in standard form contracts — while
protecting consumers from the unbalanced and

new range of structural risks and consequences they
face in conducting even minor and inconsequential
transactions in the digital marketplace.



Development of a category or categories of “key
information” will also be able to target well known and
concerning practices in the digital marketplace while
leaving honest businesses without further regulatory
burdens. These require both explicit notice and
consent, and may also identify issues that are, or may
be, unfair or unconscionable to consumers in an ever-
evolving digital marketplace.

In addition to the examples provided in the EU’s UCPD,
further contemporary examples of “key information”
market contexts crucial to consumers should consider:

e Management of digital property, such as the
inability to transfer, trade, or re-sell user purchased
digital content; as well as the unilateral right of the
supplier to remove or rescind the availability of
digital property

e Deceptive online design (so-called “dark pattern”
designs) that may systematically set default opt-in
settings for crucial issues like collecting and sharing
youth data, induce consent through vague blanket
statements during sign-up, or tricking users into
unwanted charges (discussed in section 8 below)

e Platform lock-in from proprietary formats,
intentionally limited interoperability, and bundled
services

e Misrepresenting product characteristics
and business practices specific to the digital
marketplace such as “end to end encryption”, data
anonymization and de-identification

e Terms that may impact user rights under other
legislation, such as employment law, labour law,
privacy law, or landlord and tenant law.

A legislative definition of “key information” is also
needed to:

e Make it easier for businesses to manage risk
and achieve compliance by defining what “key
information” includes and to target specific
practices of concern in the digital marketplace
so as to not impose further burden on honest
businesses.

e Facilitate tailored provisions related to specific
practices of concern to consumers and particular
groups of consumers, such as children and linguistic
minorities.

e Modernize the CPA by acknowledging inherent
limitations on the traditional role of notice and
disclosure as a market regulatory check-and-
balance in the digital marketplace.

e Provide consumers with meaningful information
about consequential business practices (such as
consumer monetization or account suspension
practices) otherwise unclear and buried in lengthy
contracts.

e Facilitate the definition of more tailored legislative,
regulatory and enforcement practices through,
among other examples, defining examples of “key
information” in relation to specific contemporary
unconscionable and unfair practices, standard
terms, standardized product labeling, and the like.

Identification of “key information” categories and
specific terms also raises significant benefits for
consumers and businesses alike. It invites:

e the creation of “standard terms” that consumers
can rely on without having to review every ToS

prohibitions on practices deemed too unfair to
consumers

creates the conditions to standardize labeling or
“trustmark” systems, including easier analysis of
contracts held in a public ToS registry

e aset of terms that could be subject to default opt-
in or opt-out settings.

To be clear, this proposal would only be effective if
adopted in conjunction with additional proposals
elsewhere in this paper. This includes:

e defining a category of “online” transactions in
the digital marketplace which “key information”
provisions could be aligned

e regulating dark pattern practices that undermine
notice and disclosure (see section 8 below)

e the need for the efficacy of notice and disclosure
to be made available and measured in far more
transparent and modern ways (see section 11.2.7)

e stronger prohibitions on reprisal and greater access
to justice to ensure monitoring and enforcement of
these protections (see sections 11.2.3 to 11.2.5).

Law Commission of Ontario



Consultation Questions
to Improve Notice and Disclosure

Question 6:

Should the CPA be amended to require online
suppliers to provide more meaningful and
effective notice of material terms and online
consumer risks? If so,

e What is the best way to improve online
consumer notice while avoiding consumer
information overload?

e What “key information” should be disclosed
to Ontario’s online consumers?

e Should online “market contexts” and
“deceptive practices” be disclosed to
Ontario’s online consumers? If so, what
contexts or practices should be disclosed?

e Are reforms enacted or proposed in other
jurisdictions (such as the EU and by the
American Law Institute) appropriate for
Ontario?

Question 7:

There are many other options to improve notice
for online consumers, including standard terms,
prohibiting certain practices, trustmarks, etc.
Which options should be adopted in Ontario, if
any?

Question 8:

How should potential reforms to provide better
or more meaningful notice to consumers be
balanced against the legitimate interests of
online suppliers?

m Consumer Protection in the Digital Marketplace
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8. Regulate Dark Patterns

As discussed above in section 4.5, “dark patterns” are
practices that aim to obscure information and coerce
or trick consumers into consenting to ToS and other
business practices without understanding what they are
consenting to.

Leading studies suggest “the core of dark patterns

is their objectionable effect on consumers’ ability to
make free and informed choices, with the likelihood of
entailing consumer detriment.”2% This suggests that dark
pattern practices play a role in subverting the effective
operation of consumer protection principles, including
fundamental principles like notice and disclosure.

In response to these impacts, leading studies further find
that:

e Market forces alone are unlikely to address dark
patterns effectively and may further incentivise use
of dark patterns

e Disclosure and transparency measures are not
sufficient in isolation to protect consumers from dark
pattern coercion

e The effectiveness of certain kinds of disclosures is
mixed and strongly dependent on their design. In
some contexts, disclosure requirements may harm
consumers by, for example, burdening them with
“consent spam”2%’

e Complaints-based mechanisms are too narrow,
reactive, and slow to effectively regulate practices as
varied and widespread as dark patterns

e Priority should be given to regulating “quick wins” for
easily defined and obviously deceptive dark pattern
practices — like hidden information, false hierarchies,
consumer option pre-selections, and choices that are
hard to cancel/opt out — while further investigating
more subtle and challenging issues.?%®
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Examples of dark pattern practices in the digital marketplace

Category
Forced action

Interface
interference

Nagging
Obstruction

Sneaking

Social proof

Urgency

Name of dark pattern

Forced registration

Forced disclosure / Privacy
zuckering

Friend spam / Social pyramid /
Address book leeching

Gamification

Hidden information

False hierarchy
Preselection

Misleading reference pricing
Trick questions

Disguised ads

Confirmshaming /
Toying with emotion

Nagging

Hard to cancel or opt out /
Roach motel / Click fatigue /
Ease

(Price) comparison prevention
Immortal accounts
Intermediate currency

Sneak into basket

Hidden costs / Drip pricing

Hidden subscription /
Forced continuity

Bait and switch, including
bait pricing

Activity messages
Testimonials

Low stock / High demand
message

Countdown timer / Limited
time message

Description

Consumer forced to register or tricked into thinking registration
necessary

Consumer tricked or forced into sharing more personal information
than desired

Manipulative extraction of information about other users

Certain aspects of a service can only be “earned” through repeated
use of service

Important information visually obscured

Visual prominence given to firm’s preferred setting or version of a
product

Firm-friendly default is preselected (e.g. more expensive or less
privacy-protecting option)

Price shown as a discount from a misleading or false reference price
Intentional or obvious ambiguity (e.g. double negatives)

Consumer induced to click on something that isn’t apparent
advertisement

Emotionally manipulative framing to make consumer select a
particular option

Repeated requests to do something firm prefers

Asymmetry in ease of signing up/opting in to a product or firm-friendly
choice versus cancelling/opting out

Frustrates comparison shopping regarding price or content
Account and consumer information cannot be deleted
Purchases in virtual currency to obscure cost

Item consumer did not add is in cart

Costs obscured or disclosed late in transaction

Unanticipated or undesired automatic renewal of a service

Consumer is offered product or price different from that originally
advertised

Indications about other consumers’ actions, which may be misleading
or false

Statements from other consumers regarding a product, which may be
misleading or false

Indication of limited quantities of a product, which may be misleading
or false

Indication of an expiring deal or discount, which may be misleading or
false

From: Organization for Economic Cooperation and Development, Dark Commercial Patterns (October 2022)
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Many existing consumer protection laws — including the
CPA — contain general protections against misleading or
deceptive conduct, unconscionable conduct, and unfair
contract terms, along with mandatory disclosure of
certain information. Many of these existing provisions
could be employed against dark patterns in the digital
marketplace.

However, dark patterns are sometimes difficult to
define. A principles-based approach alone will not be
effective against dark pattern practices. Nor, in terms
of effective oversight and enforcement, can consumers
be expected to raise individual or systemic concerns
with practices which are, by definition, generally
hidden, obscured, and unknown, and related to
business monetization practices which consumers can’t
reasonably be expected to understand the risks and
consequences.

The provincial government CPA Consultation Papers do
not explicitly acknowledge or discuss “dark patterns.”

In contrast, several jurisdictions have adopted
dedicated legislation, regulations, or policies to address
the risks of “dark patterns.” These demonstrate how
there are some examples of dark patterns that are clear
and could be directly targeted by consumer protection
legislation or regulation.

For instance, in the EU and UK:

e EU Digital Services Act (DSA 2022) places new
obligations on online platforms and intermediaries
and define dark patterns as follows in its preamble:
“Dark patterns on online interfaces of online
platforms are practices that materially distort or
impair, either purposefully or in effect, the ability of
recipients of the service to make autonomous and
informed choices or decisions.” Article 25 further
prohibits “online platforms” from “designing,
organising or operating online interfaces in a way
that deceives, manipulates or otherwise materially
distorts or impairs the ability of recipients of their
service to make free and informed decisions.”?%

The companion EU Digital Markets Act (DMA 2022)
similarly places new obligations on very large online
platforms (“gatekeepers”) including a prohibition on
“offering choices to the end-user in a non-neutral
manner, or subverting end users’ or business users’
autonomy, decision-making, or free choice via the
structure, design, function or manner of operation
of a user interface or a part thereof” (per Article
13).27°

A 2022 European Commission study EC advises that
the principle-based prohibitions in the EU Unfair
Commercial Practices Directive (UCPD) on dark
pattern practices that are deemed unfair (because
they distort the economic behaviour of the average
consumer) are interpreted as misleading actions

or omissions (Articles 6 and 7) or as aggressive
practices (Articles 8 and 9).2"*

Annex | of the UCPD also contains a list of specific
blacklisted practices, many of which would also
apply to specific dark patterns. For example,
blacklisted practice 18 prohibits “materially
inaccurate statements about market conditions”
while dark patterns targeting vulnerabilities of
individual or specific groups of consumers could
amount to “undue influence” over the consumer
(an aggressive practice prohibited under Articles 8
and 9).22

Similarly, the UK Consumer Protection from Unfair
Trading Regulations 2008 (CPRs) contain principle-
based prohibitions (Part 2), as well as a list of
practices that are in all cases prohibited (Schedule
1), both of which largely mirror the UCPD?"3

And in addition to the UCPD, many dark patterns
are likely to violate other EU laws including

the GDPR (applicable to several privacy-

intrusive dark patterns); the Consumer Rights
Directive (applicable to hidden costs or hidden
subscriptions); the Unfair Contract Terms Directive
(applicable to onerous cancelation processes);
and the Audiovisual Media Services Directive
(applicable to disguised ads).?’*
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In the United States:

e Section 5 of the Federal Trade Commission Act
has been interpreted by the FTC to challenge dark
pattern practices that are hard to cancel, hidden
costs, forced continuity, hidden information,
preselection, trick questions and disguised ads
dark patterns. Section 5 contains principle-based
prohibitions on deceptive and unfair acts or
practices that may include “any representation,
omission, or practice that is both (i) material and
(ii) likely to mislead consumers who are acting
reasonably under the circumstances” while an
unfair trade practice is one that “(i) causes or is
likely to cause substantial injury to consumers, (ii) is
not reasonably avoidable by consumers themselves
and (iii) is not outweighed by countervailing
benefits to consumers or competition.”?”

e The FTC also observes that dark pattern practices
“that are not obviously deceptive, such as nagging,
price comparison prevention, intermediate
currency, toying with emotion, or confirm shaming
could potentially be challenged under the
prohibition on unfair trading practices, though this
approach remains untested.”?’®

e Other US federal law also provides for express
prohibitions on specific practices found in dark
patterns, such as on bait and switch practices;
continuing to charge a consumer for a good or
service after an initial transaction without the
consumer’s express informed consent; and on
making it hard to opt-out of marketers’ emails.?””

e The California Privacy Rights Act (CPRA 202)
is believed to be the first legislation to define
dark patterns as “a user interface designed or
manipulated with the substantial effect of subverting
or impairing user autonomy, decision-making, or
choice, as further defined by regulation.”?®

e The US federal Deceptive Experiences To Online
Users Reduction (DETOUR 2019) is tabled legislation
and the first proposed in the US. It would make it
unlawful for any large online platform “to design,
modify, or manipulate a user interface with
the purpose or substantial effect of obscuring,
subverting, or impairing user autonomy, decision-
making, or choice to obtain consent or user data”.
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These approaches are consistent with the CPA. Many
high-risk or coercive commercial activities — such as
door-to-door sales and tow-trucking — are subject to
specific legislative and regulatory consumer protections
in the CPA.

Consultation Questions:
Regulating Dark Patterns

Question 9:

Should Ontario’s consumers have more
protections against “dark patterns” in the digital
marketplace? If so, should the CPA be amended
to prohibit these practices? How would “dark
pattern” practices be defined in the CPA?

Question 10:

In addition to a statutory definition, should the
CPA be amended to include a list of “dark pattern”
practices that should be prohibited or proscribed?
If so, which practices should be identified?

Question 11:

What other reforms or initiatives should be
adopted to improve consumer protections in this
area?
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9. Better Consumer
Protections for Youth

and Vulnerable
Consumers

Research and experience demonstrate that notice

and disclosure of a ToS “wall of text” often prevent
vulnerable consumers from accessing or understanding
contractual terms and conditions.?”® Such
vulnerabilities have been identified due to

...age, race, ethnicity or gender; low education
or literacy, limitations with the native
language; mental health problems; physical
disabilities; geographical remoteness/living in
a low-density region; unemployment or low
income.?°

The OECD has stated that:

“Vulnerable consumers” are consumers who
are susceptible to detriment at a particular
point in time, owing to the characteristics
of the market for a particular product,

the product’s qualities, the nature of a
transaction or the consumer’s attributes or
circumstances.?!

ToS contracts present a challenge for many other
consumers too. A recent national literacy survey
found that over half of Americans may struggle to
comprehend dense, lengthy texts that typify many ToS
contracts. %

The CPA addresses vulnerable consumers in two
sections.

e Section 5 states that where a supplier is required to
disclose information, the disclosure must be “clear,
comprehensible and prominent.”3

e Section 15(2) states that a supplier will make
an “unconscionable representation” where a
consumer is “not reasonably able to protect his
or her interests because of disability, ignorance,
illiteracy, inability to understand the language of an
agreement or similar factors.”2%
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These sections are potentially important protections
for youth or vulnerable consumers in the digital
marketplace. Unfortunately, they are also unclear. For
example,

e Neither the Act, regulations, policy guidance,
nor caselaw identify what formats, languages, or
features would fulfill CPA s. 5’s “comprehensibility”
requirement.

e Thereis no caselaw or legal/policy guidance
interpreting CPA 5.15(2).

e Aconsumer’s youth or age is not listed as a factor
ins. 15(2).

These sections could be updated to better protect
young and vulnerable consumers.

The discussion below focuses on contracting with
two vulnerable groups: youth and the elderly. In this
consultation, the LCO is very interested in engaging
with these and other vulnerable groups to learn more
about their experience with digital marketplace ToS.

9.1 Youth and ToS

Children and minors present unique and important ToS
issues. Children and minors are among the heaviest
users of digital marketplace products and services.?®
At present, it appears many ToS agreements do not
effectively address the vulnerabilities of youth.?%
Notwithstanding the fact that businesses take on a
risk when contracting with anyone under 18 years old,
some commentators believe that some businesses go
further, and may violate commitments made in their
own ToS, or intentionally target children by making
their products more addictive.?®’

Many current ToS largely reflect adult conventions.
Some ToS specify a minimum age for use (often 13),
while others require the person to have the maturity

to understand and consent to the ToS.%8 Still others
may require that “a parent or legal guardian who

is creating an account for a child under the age of
majority should review this Agreement with the child
to ensure that they both understand it.”?° These
provisions are problematic because many ToS contracts
are already too long or complicated for adults, meaning
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it may be effectively impossible to summarize ToS for
children. It is also problematic to shift ToS enforcement
and consent responsibilities to parents who face an
additional array of coercive circumstances.? This can
include institutional pressure, such as schools requiring
students to use certain platforms. It can also include
social pressure, such as children wanting to participate
with friends the latest popular game or social media
platform.

Children and parents are also often caught unaware

by consequential terms that may not be clear upfront.
Children’s games and software may use in-game
currencies, reward points, loot boxes, and other
incremental mechanisms to entice small discretionary
purchases that add-up, and which may not be apparent
at the time of agreeing to the ToS. Parents may also

be surprised that there may be health risks to using

a platform, as exemplified in a recent warning from

the United States Surgeon General that social media
can be a profound risk to the health of youth.?*! These
kinds of unexpected costs and risks question the need
for improved and mandatory forms of notice and
disclosure when youth or parental consent is required.
This could include newly mandated disclosure and
notice provisions requiring full-cost lifetime projections
of an average users costs, as well as other identifiable
piece of “key information” and “market contexts” such
as health risks or the addictiveness of a product or
platform (this is discussed in greater detail in section 7).

As in other jurisdictions and areas of consumer
protection, many regulators and courts have begun to
act to protect the interests of children and youth by
regulating ToS in the digital marketplace:

e The US Federal Trade Commission fined Epic,
developer of the popular game Fortnite,
penalties totalling SUS520 million for Epic’s use
of exploitative dark patterns, unfair terms, hidden
costs, exploitation of child privacy, and reprisal
against parents who tried to enforce consumer
rights.?®? The amount includes SUS245M to refund
consumers.?®> An array of similar practices by Epic is
now subject to a class action in Canada, which was
certified to proceed in late 2022.2%



e In 2022, regulators in Ireland issued a fine of
approximately $400 million to Meta, the social
media company formerly known as Facebook,
for violating European data protection rules in its
treatment of children’s data on Instagram.?*®

e |n 2022, Denmark’s data regulator criticized Google
Classroom in part because parents have little or
no ability to review its ToS. Denmark has banned
Google Classroom pending a full review of the sign-
up and consent practices.?®®

e The United Kingdom recently introduced (and
continues to debate) the Online Safety Bill.*’ The
Bill introduces new rules for firms hosting user-
generated content and search engines. Platforms
likely to be accessed by children are given a duty
to protect young people using their services from
harmful material such as self-harm or eating
disorder content.

e |n 2022 California enacted the California Age-
Appropriate Design Code Act, the first child
safety legislation in the United States to impose
a wide-ranging set of safeguards for users 17 and
under.?® The law regulates online services that
provide products, services, or features for children.
It mandates that privacy settings on these sites
must be very high by default, limits the collection
of children’s precise locations, and requires
privacy policies to use language that children can
understand, among other provisions.?*

e The United States Children’s Online Privacy
Protection Act (COPPA)*® prohibits the collection,
use, and disclosure of personal information
from and about children on the Internet without
appropriate parental consent. The law applies
to operators of commercial websites and online
services (including online advertising) targeted at
children under 13.

Another legislative approach has been to explicitly
require substitute parental consent on behalf of
children. These proposals have, however, attracted
controversy. For instance, both Utah and Arkansas have
passed legislation requiring youth residents under the
age of 18 to obtain parental consent to create a social
media account and use their services.** Commentators
including the Electronic Frontier Foundation raise

concerns that strict parental consent laws may violate
youth’s freedom of expression rights, put vulnerable
youth at risk (i.e. LGBTQ youth), and stifle childhood
development.3?

Significantly, some Canadian regulators and
organizations have begun to develop guidelines for
youth consent and content. At present, however, these
are voluntary standards.3%

9.2 Elderly and ToS

In their response submitted to the 2020 Ontario CPA
Consultation Paper, Ontario’s Advocacy Centre for the
Elderly (ACE) — a specialized legal aid clinic — note how
“ACE receives more than 3,000 client intake inquiries
a year... [and] Older adults regularly seek our advice
respecting their rights under the CPA.”3%

The bulk of consumer-related complaints relate

to unfair contracting practices that exploit the
vulnerability of elderly consumers. ACE specifically
highlights that where they see “many instances where
companies use deceptive techniques on a highly
vulnerable population, it is often years later that the
consumer learns that they were deceived,”*% and
typically only after discovery by a family member, social
worker, or other support person.

ACE highlights three sets of recommendations which
impact on the consumer protection needs of the
elderly in the digital marketplace.

First, older consumers are often unclear about the

total costs of a product or service. ACE’s experience is
that consumers are not aware they have entered into
contracts with price escalation clauses, the terms of
which are “often buried in the contract in miniscule
font.”*% Consequently it is “often difficult to figure out
the final lifetime cost to the consumer.”*%” ACE proposes
that there should be a proactive, mandated disclosure
where consumers are shown the full lifetime cost of the
product or service.

Second, ACE proposes that the list of what constitutes
a false, misleading or unconscionable representation
should be expanded. Given the vulnerability of elder
consumers, and the difficulty in accessing justice, more
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needs to be done proactively to unambiguously protect
vulnerable groups and ensure an easier, penalty-free
ability to break unfair contracts (for more on deception
and unconscionable terms see our discussion in section
10).

Third, ACE advocates for improved access to justice
under the CPA. ACE specifically notes how consumer
rights “are meaningless without strong and effective
remedies and enforcement... [but] Unfortunately, in
ACE’s experience, consumer face an uphill battle in
exercising their rights under the CPA."308

Specific access to justice issues cited by ACE include:

e The need for greater Ministry investigation,
enforcement, and charges for violations of the
CPA. ACE suggests this is needed in part because
so few businesses respond to or consent to resolve
disputes through mediation. ACE further reports
that the Ministry frequently responds to complaints
by noting that charges against a business could
not be pursued due to a lack of resources. ACE
notes that despite 29,000 complaints made to
the Ministry for unfair business practices during
COVID-19, only one business was charged.3%

ACE strongly supports the use of administrative
penalties and resources should be available for the
Ministry to pursue all potential charges.3%°

e The need to expand the opportunity to challenge
unfair practices. ACE recommends that the
limitation period on raising unfair practices should
be subject to the principle of discoverability (i.e.,
when the consumer becomes aware of the unfair
practice). This should also be aligned with ss. 4-5
of the Limitations Act, that being 2 years after
the practice was discovered, and the clock should
be frozen during any period when the vulnerable
person lacks legal capacity to act.

e The observation that many low-income, highly
vulnerable clients do not find Small Claims a viable
form of access to justice, and that ACE frequently
declines representation due to limited litigation
resources. More legal resources are needed for
consumers to meaningfully enforce their rights
under the CPA.
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9.3 Law Reform Options

These approaches suggest several potential law reform
options for Ontario to consider in relation to protecting
vulnerable groups in the digital marketplace, including:

e Adefined regime for parental or substitute consent
with “best interests” fiduciary duties that takes into
account childhood development goals, freedom of
expression, and vulnerable groups

e Development of standard terms or procurement
rules for institutions like government services,
schools, or long-term care homes requiring specific
platforms or products where consumers have little
choice but to agree

e Improved, mandatory, upfront forms of notice

and disclosure when youth or parental consent

is required. This could include newly mandated
disclosure and notice provisions requiring full-cost
yearly or lifetime projections of an average users
costs, as well as other identifiable piece of “key
information” and “market contexts” such as health
risks or the addictiveness of a product or platform

e Expanded limitation periods to raise unfair
practices and subject to the principle of discovery

e Expanded access of consumer to legal and legal aid
services to assist with consumer protection issues
under the CPA

e A statutory duty for online suppliers to protect
youth

e An expanded list of what constitutes a false,
misleading or unconscionable representation to
include practices and issues of particular concern
to vulnerable groups.



Consultation Questions:
Protecting Youth, Elderly, and other
Vulnerable Consumers

Question 12:

Do CPA sections 5 and s.15(2) provide sufficient consumer
protections to youth, elderly and other vulnerable
communities against consumer risks in the digital
marketplace? Are additional or more specific consumer
protections necessary? If so, could this be achieved by:

e Creating regulations or best practices guidelines to
clarify CPA s. 5’s “comprehensibility” requirement?

e Adefined regime for parental or substitute consent
with “best interests” fiduciary duties that takes into
account childhood development goals, freedom of
expression, and vulnerable groups

e Development of standard terms or procurement rules
for institutions like government services, schools, or
long-term care homes requiring specific platforms or
products where consumers have little choice but to
agree

e Improved, mandatory, upfront forms of notice and
disclosure when youth or parental consent is required.
This could include newly mandated disclosure
and notice provisions requiring lifetime or yearly
projections of an average users costs, as well as other
identifiable piece of “key information” and “market
contexts” such as health risks or the addictiveness of a
product or platform

e Expanded limitation periods to raise unfair practices
and subject to the principle of discovery

e Expanded access of consumer to legal and legal aid
services to assist with consumer protection issues
under the CPA

e A statutory duty for online suppliers to protect youth

e An expanded list of what constitutes a false,
misleading or unconscionable representation to
include practices and issues of particular concern to
vulnerable groups

e Additional measures to protect persons with
disabilities, address language barriers, literacy levels,
income, class, cultural norms, or age-related and age
vulnerabilities (including the elderly and youth)?
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Unconscionability
in the Digital
Marketplace

Preventing deception and unfair practices is a long-
standing priority for consumer protection.

irrevo 11

" ?m aﬁ ‘ Deception occurs where contract terms conflict with
. ULy e | )
lrl‘u’n(,’lb]‘v b 52 the affirmations, promises and suggestions made to the
CVOC b A% V&S _ consumer, including overall cost or overall detriment
4 “} 1SS el to the consumer.3!! Deception undermines the premise
7 ()Cﬂbry f“ . that the contract term was agreed to and promotes the
, interests of all contracting parties.?? The American Law
4 -85‘61\79 : Institute (ALIl) Restatement on Consumer Contract Law
L ” ' (2022) specifies that deception should be understood
broadly to encompass not only outright fraud, but any
act or practice that is likely to mislead the “reasonable

consumer.” The emphasis is on the consumer’s false
perception, not on the business’s intent to deceive.!®

Unconscionability addresses contractual terms

that are excessively one-sided and unfair, or

which diverge from a consumer’s reasonable
expectations.?** Unconscionability includes procedural
unconscionability (such as unfair surprises, lack of
consumer awareness of “market context”) or through
manipulative techniques that prioritize or minimize
certain information.3*®

Protections against deception and unconscionability
are arguably the most important cornerstones of
consumer protection law given the inherent limitations
of notice and disclosure.Accordingly, the ALl has
concluded that: “.. the prudent approach—reflected

in this Restatement and in case law—is to protect
consumers against terms that either overreach or
undermine express promises made by the business.”31®




The question addressed in this project is how to ensure
consumer protection principles of deception and
unconscionability are responsive to the consumer risks
in the digital marketplace.

The following subsections explore these issues by:

e Qutlining current deception and unconscionability
provisions under the CPA

e Reviewing reforms proposed by the Government of
Ontario

e Highlighting contemporary digital marketplace
practices noted as potentially deceptive and
unconscionable

e Overviewing judicial consideration of these
practices and how they’ve been litigated, and

e Introducing law reform options that would update
the CPA with a modern, non-exhaustive list of
unconscionable practices in the online or digital
marketplace.

10.1 The CPA and Proposed
Amendments

The CPA includes several provisions protecting
consumers from deceptive and unfair practices and
terms. CPA section 14 states that it is “an unfair practice
for a person to make a false, misleading or deceptive
representation.” Section 14(2) includes 17 enumerated
examples of “false, misleading or deceptive
representation,” including:

e Representations about product or service
endorsements

e Representations about product performance,
characteristics or uses

e Representations about the benefits of a product,
and

e Representations about the necessity of a product
or service (such as a repair).3V’

CPA section 15 also prohibits “unconscionable
representation” and lists examples, including:

e Exploiting consumer vulnerabilities related to
disability, ignorance, illiteracy and language barriers

e Excessively one-sided terms in favor of the seller
e Grossly inflated pricing

e Misleading statements or terms to the detriment of
the consumer, and

e Undue pressure to enter into the transaction, such
as withholding goods.3®

Importantly, the CPA states that the listed examples of
deception and unconscionability are not exhaustive and
do not “[limit] the generality of what constitutes a false,
misleading or deceptive representation.”3®

The CPA includes several additional protections against
consumer deception. For example, section 17(1)
specifies that “No person shall engage in an unfair
practice”*? while section 18(1) empowers consumers
to vacate:

Any agreement, whether written, oral or
implied, entered into by a consumer after

or while a person has engaged in an unfair
practice may be rescinded by the consumer
and the consumer is entitled to any remedy
that is available in law, including damages.3?

Finally, the CPA specifies that a court may award
exemplary or punitive damages in addition to any other
remedy in an action commenced under section 17.32

Notably, CPA section 14(2) does not include

specific examples of “false, misleading or deceptive
representation” in the digital marketplace. The most
relevant examples are in paragraphs 13 and 14:

13. A representation that the transaction
involves or does not involve rights, remedies
or obligations if the representation is false,
misleading or deceptive.

14. A representation using exaggeration,
innuendo or ambiguity as to a material fact
or failing to state a material fact if such use or
failure deceives or tends to deceive.
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The 2020 and 2023 CPA amendments proposed by the
provincial government have the stated aim to:

...better protect consumers, in particular
vulnerable consumers, from unscrupulous
behaviour by being clearer and more
prescriptive as to what constitutes
unconscionable conduct and by providing
additional examples of unfair practices.???

The 2023 Consultation Paper proposes several specific
CPA reforms to address unfair consumer practices,
including:

e  Explicitly prohibiting businesses from including
terms in a contract that appear to waive express
consumer rights in the CPA to file a complaint with
the Ministry, join a class action, or commence an
action in court.

e Prohibiting terms that infringe on consumers’ rights
to make fair public reviews of a business or service.

e Specifying that it would be unfair practice to
provide contract-breaking services to a consumer
without first disclosing the consumers’ rights
and cost of the service, and only getting paid if
successful.These proposals are evidently aimed at
further preventing deception and unfair practices,
which is a long-standing priority for consumer
protection. That said, the proposals may be too
narrow to meet the Ministry’s objective to “better
protect consumers” in the digital marketplace. For
instance, the provincial government’s proposals
include only one new provision to address
deception and unconscionability in predatory
contract-breaking services.3?*

Other proposed changes to unconscionable terms in
the 2023 Consultation Paper are either minor variations
or verbatim examples of unconscionability already
defined in CPA s. 15.

m Consumer Protection in the Digital Marketplace

10.2 Deception and Unconscionability
in the Digital Marketplace

Research and experience demonstrate that business
and contracting practices in the digital marketplace
engage new and complex forms of deception and
unconscionability. This section summarizes several
well-known examples. The ALl identifies the following
practices as potentially deceptive and unconscionable
practices.??®

Use of Vague and Misleading Language

ToS may include plain-language terms and provisions
that mislead the consumer as to their true effect.

For example, platforms may obscure user data
monetization practices under the guise of “improving
your experience.”*® In one notable example, the
popular family safety app Life360 was revealed to be
selling precise location on its 33 million users including
children to more than a dozen data brokers.??’

Unenforceable Terms

ToS may include contractual terms that are legally not
enforceable. For example, ToS may require dispute
resolution by arbitration or in a certain jurisdiction,
contrary to protections long established in the CPA 3%
Or a ToS may misstate the law on an important
consumer protection. In Douez, discussed above, the
consumer was mistakenly led to believe that privacy
protections in British Columbia were of no force or
effect.3?° Unscrupulous (or unknowing) suppliers may
also “hope to deter attempts to exercise legal rights
when a recipient does read the terms but doesn’t
realize that they are unenforceable.”33°

Misrepresentation and Breaches of Trust

Intentional acts to mislead consumers can amount to
misrepresentation and breaches of trust.

The online streaming and communication tool Zoom
recently attracted significant fines in the United

States because their ToS and marketing assured users
that their sessions were protected by “end-to-end
encryption” (when they were not) and that their user
profiling data was private (when it was actually sent to
Facebook and Google).?**



Dark Patterns and Network Effects

This paper has already discussed several proposals
to address “dark patterns” that mislead or
confuse consumers into consenting to ToS without
understanding what they are consenting to. Dark
patterns can thus contribute to unconscionable or
deceptive practices.

“Network effects” are provisions in a ToS, business
practices, or technology that effectively bind consumers
to a specific digital marketplace service or platform
through a variety of practices that amount to “sunk
costs” or “irreversible investment.” These impair the
consumer’s ability to switch to a competing platform

or service provider and, by extension, limit consumer
rights to cancel a contract and choose a different
supplier as both a form of access to justice and market
discipline.

Network effects include practices like proprietary
technology; platform lock-in; exclusive intellectual
property; lack of data portability; and incentive
programs like points, rewards, contests, and discounts.
These technigues make it less likely that consumers
will exercise their option to leave a digital marketplace
platform or service.

Legislative proposals in the United States take aim at
“network effects” as a matter of consumer coercion,
deception, and unconscionability.33?

Data Anonymization and De-identification

A particularly controversial issue related to deception
are representations that privacy is protected though
measures like data anonymization and de-identification.

Many academics and data scientists argue these claims
are misleading. There are many studies demonstrating
the relative ease of re-identification even on country-
scale location datasets.?®® For example, one set of
researchers demonstrated an ability to “uniquely
identify 95% of individuals in a dataset of 1.5 million
people using four location points with timestamps.”33

Regulators outside of Canada are increasingly assertive
in condemning these practices. For instance, US Federal
Trade Commission has begun to crackdown on websites
that claim data is anonymized when it is not, noting
how:

Smartphones, connected cars, wearable fitness
trackers, “smart home” products, and even

the browser you’re reading this on are capable
of directly observing or deriving sensitive
information about users. Standing alone,

these data points may pose an incalculable
risk to personal privacy. Now consider the
unprecedented intrusion when these connected
devices and technology companies collect

that data, combine it, and sell or monetize it.
This isn’t the stuff of dystopian fiction. It’s a
question consumers are asking right now.3

The Government of Canada’s recently introduced

Bill C-27 aims to address some of these issues and
has important implications for ToS in the digital
marketplace.®® Bill C-27 has been criticized, however,
as legislative exceptions may continue to leave
consumers exposed to deceptive and unconscionable
practices. 3’

10.3 Judicial Consideration

Courts and regulators in Canada and the US have
actively addressed deception and unconscionability in
the digital marketplace.

The first Canadian court case addressingdeception

and unconscionability in the context of a class action
brought on behalf of Uber drivers in 2017.3% Mr. Heller,
an Uber driver, sought to have drivers recognized as
employees protected under the Employment Standard
Act.3° Uber disagreed, relying on the ToS drivers sign
mandating all disputes be resolved in Netherlands
using arbitration, under the laws of Netherlands.* The
Supreme Court of Canada referred to the agreement
“as a classic case of unconscionability” and allowed the
class action to certify.3*
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The court found that Uber’s unconscionability was
based on two factors:

e here was unequal bargaining powers between
the parties. The court held that drivers could not
negotiate terms, were much less sophisticated than
Uber, were not informed of the high arbitration
costs in the Netherlands and could not have
understood the consequences of the ToS.3#?

e Uber’s ToS were deceptive for two reasons: First,
because the high arbitration costs specified in
the ToS could not have been reasonably expected
by Uber drivers. Second, because the high costs
effectively nullified the substantive rights of the
drivers to access dispute resolution.®*

A second Canadian case on deception and
unconscionability is Douez v Facebook. In this case,
the Court determined that an otherwise valid and
enforceable forum selection clause, which required
disputes be resolved in California, was unenforceable
because Ms. Douez had a strong argument against its
enforcement®*, including “unequal bargaining power”,
the BC courts’ interest in deciding quasi-constitutional
privacy and jurisdictional rights in dispute, the BC
courts’ better ability to interpret local laws and public
policy, and the relative convenience of proceedings in
British Columbia.?*

For deception and unconscionability purposes, the
significance of Douez is its consideration of the online
“market context” of a Facebook customer, including
network effects, the limited practicality of “consumer
choice” to regulate Facebook’s behaviour, and
unenforceable terms.34

American regulators have gone much further. As
discussed earlier, the FTC recently ordered Epic,
developer of the game Fortnite), to pay fines of
$275 million and $245 million respectively for ToS
and dark pattern and “unconscionable” practices.?*’
More specifically, the FTC investigation criticized the
intentional use of:

e Counterintuitive, inconsistent, and confusing
button configuration that led players to incur
unwanted charges.

e Making it easy for children to make purchases
without requiring any parental consent.
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e Blocking or deleting the accounts of customers who
disputed unauthorized charges with their credit
card companies.

Blocked access to other purchased content.

e Failing to notify parents or to obtain consent for
practices that could harm children. 3

10.4 Law Reform Options: Prohibit
Deceptive and Unconscionable
Practices in the Digital Marketplace

Given the range, pace, and ingenuity of potentially
deception and unconscionability practices, it is
tempting to simply rely on the existing principled
provisions in the CPA to govern these practices, relying
on litigants to challenge disputed practices on a case-
by-case basis.

The LCO agrees that the CPA’s general provisions
prohibiting deception and unconscionability practices
are important consumer protections. That said, there
are many reasons to believe that the CPA existing
provisions are unlikely to be effective in the digital
marketplace. Most obviously, “regulation by litigation”
of complex technology and deceptive online business
practices creates many access to justice challenges.
Regulation by litigation can also be costly, slow, and
result in inconsistent and piecemeal interpretation of
inappropriate business practices. Finally, “regulation
by litigation” will likely result in legal uncertainty

for consumers and business, uneven consumer
protections, and an uneven playing field for Ontario’s
businesses.

A better approach may be for the provincial
government to explicitly identify and prohibit a range of
unfair and deceptive practices that have been identified
in the digital marketplace. This approach could provide
both more clarity for consumers/businesses and
establish baseline standards for fair competition among
businesses.



The 2023 Ontario CPA Consultation Paper
acknowledges the need to update the CPA’s deception
and unconscionability provisions. The paper proposes
to

[set] out a list of examples of prohibited
unconscionable conduct, which would update
and replace the current list of examples of
unconscionable representations... [and] better
address practices that have emerged since the
CPA came into effect.3*

The proposed “illustrative legislation language”,
however, simply reiterates existing unconscionable
examples in the CPA, while adding the one new term
to address potentially predatory“contract-breaking
services.”3%°

An alternative approach would be for the CPA to
enumerate a range of deceptive and unconscionable
practices that have emerged in the digital marketplace.
This approach would be consistent with emerging
international practices and reforms. For example,

the EU have adopted many reforms that specifically
enumerate deceptive and unconscionable practices.
Most notably, the EU’s 2021 Unfair Commercial
Practices Directive (UCPD) defines an array of practices
related to

e Misleading information and misleading omissions

e Hidden marketing / failure to identify commercial
intent

e Material information provided in an unclear
manner

e Use of the claim ‘free’

e Free trials and subscription traps
e Influencer marketing transparency
e Userreviews

e Data-driven and algorithmic personalisation of
content

e Dark pattern design of user interfaces

e Consumer lock-in to proprietary platforms and
formats

e Gaming practices including sale of virtual items, in-
game marketing, and digital currencies.®!

In this manner, the EU’s UCPD effectively creates new
“standard terms” that better protect consumers, clarify
business obligations, and improve access to justice.

A similar reform in Ontario would update the
CPA to include a modern, non-exhaustive list of
unconscionable practices in the online or digital
marketplace.

Consultation Questions to Modernize
Deception and Unconscionability in the
Digital Marketplace

Question 13:

Should the CPA be amended to provide more
consumer protections against deceptive

and unconscionable practices in the digital
marketplace? If so, how would these practices be
defined in the CPA?

Question 14:

In addition to a statutory definition, should

the CPA be amended to include a list of online
deceptive and unconscionable practices that
should be prohibited or proscribed? If so, which
practices should be identified?

Question 15:

Regulation of deceptive practices in the digital
marketplace potentially affects jurisdiction within
Canada and internationally. Should these rules
be harmonized? If so, what does or doesn’t need
harmonization?

7
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11. Improving Access
to Justice: Dispute
Resolution,

Remedies,
Oversight, and
Enforcement

Access to justice is a longstanding concern for the LCO.
As a result, we have placed particular emphasis on
whether, or how, Ontario’s consumers have meaningful
access to dispute resolution procedures / remedies
and whether consumer oversight and enforcement
processes are adequate to the particular problems
consumers face in the digital marketplace.

The challenge is that many consumers use digital
marketplace services for minor or routine transactions,
or for small amounts. These activities are often
disproportionate with the considerable difficulty and
potential expense of pursuing access to justice through
existing mechanisms.

The net effect is to undermine the fundamental
accountability mechanism of consumer protection
law: effective consumer redress. Leading Canadian
contracts scholar Margaret Jane Radin has written that
the success of consumer contract law depends on “a
visible avenue for redress of grievances in cases where
the bargain fails, otherwise the trust that the ideal of
contract imagines would be weakened and perhaps
collapse.”??

The OECD has similarly noted that:

...the availability of effective dispute resolution
and redress mechanisms can increase consumer
confidence and trust in the online and offline
marketplace, encourage fair business practices,
and promote cross-border commerce, including
electronic and mobile commerce .3



Redress is crucial because contract law is a form of
private governance. Where disputes arise, or where
negotiating positions are unbalanced and prone to
exploitation, efficient and accessible forms of redress
are needed to keep consumer transactions from
becoming so one-sided they are neither fair to the
consumer nor are they in the public interest of a
balanced and trustworthy marketplace.

The access to justice needs of consumers in the
digital marketplace have become critical. Consumer
complaints routinely top Canadian surveys of legal
needs. For instance, the 2014 Canadian Forum on
Civil Justice (CFCJ) survey identified consumer issues
as the most common type of legal problem Canadians
experience, outpacing all other categories including
family law, housing, police action, and criminal law.>>*

The CFCJ study is consistent with legal needs surveys

in other jurisdictions. For example, in 2021 the OECD
surveyed 28 countries and 15 leading companies about
consumer complaints in the digital marketplace. The
leading issues were strongly related to ToS practices,
including “unfair terms and conditions,” “dispute
resolution or lack thereof,” and “misleading marketing
practices.”%®

The CFCJ and OECD studies and others suggest several
reasons why access to justice is difficult and often
impractical in the digital marketplace.

First, disputes “involving consumers acting individually
often concern low value products and transactions,
which may discourage consumers from seeking
redress.”**” In other words, consumers often have little
financial incentive to complain or litigate even the
most legitimate disputes. These negative incentives
are exacerbated in the digital marketplace given the
prevalence of complex ToS, dark patterns, and unclear
dispute resolution procedures.

Second, ToS contracts are private regulatory
instruments. ToS can be opaque; they are unlikely to
be neutral; there may be little public oversight; and
they may compel dispute resolution processes that are
weighed in favor of the supplier.

Profile of Consumer Access to Justice Needs

e Most Canadians who experience a consumer
problem take one or more steps to try and
resolve them (96.5%) and contact the other
party to do so (83%), whereas very few
contact a lawyer (7.9%).

e Only 47.5% of Canadian with a resolved
consumer problem evaluate the resolution of
that problem as being fair

e Some 29.3% of Canadian report difficulty
carrying on with normal life after
experiencing a consumer problem

e \Very few individuals access the formal legal
system to resolve their issues even though
their problems were considered “legal” and
the largest single legal problem Canadians
face.®®

Third, ToS are likely to be long and complex legal
documents that even the most sophisticated and well-
resourced consumers would find difficult to challenge.

Fourth, online or technological deception and
unconscionability practices (such as dark patterns) are
likely to be very difficult to litigate, relying on complex
and expensive evidential and legal analysis.

Finally, there is the challenge of jurisdiction. In the
offline context, businesses will have a physical presence
within the borders of a defined geographic region. With
an online service, however, a company may be legally
registered in one country, be located in another, and
provide services to consumers in a third.

The effect of these factors is that Ontario consumers
are likely to find it very difficult to challenge digital
ToS or otherwise enforce their CPA rights in the digital
marketplace.
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The following subsections discuss a series of proposals
that may improve access to justice for transactions in
the digital marketplace. These include:

e Qutlining current and proposed access to justice
and dispute resolution mechanisms under the CPA

e Measures to ensure courts and government are
equipped to resolve consumer disputes in the
digital marketplace

e (Clarifying jurisdiction over transactions in Ontario
e Stronger protections against reprisal

e  Establishing minimum standards for ministry
complaints and informal dispute resolution

e Improving consumer rights advocacy and litigation
assistance

e Building more proactive means for systemic
investigation, redress, and legislative enforcement

e Facilitating better consumer enforcement and
policy-making through improved data collection
and a machine readable ToS registry

e Considering consumer damages for disgorgement.

11.1 The CPA and Proposed
Amendments

Access to justice is facilitated in the CPA through two
main mechanisms: 1) consumers can file complaints to
the Ministry of Public and Business Service Delivery, or
2) consumers can enforce rights through the Ontario
Superior Court of Justice or Small Claims Court.

Complaints to the Ministry can result in an escalating
series of actions, including:

e The Ministry declining to review the complaint

e Informal resolution of the complaint, with or
without Ministry involvement

e Adding the business to the Ministry’s “consumer
beware list”

e Mediation, with or without the involvement of the
Ministry

e Ministry efforts to educate the business and
consumer

Consumer Protection in the Digital Marketplace

e Administrative actions by the Ministry including
written warnings, imposing terms and conditions
on business licenses and registrations, and
suspending or revoking licenses or registrations

e  Ministry issued compliance order (potentially
triggering a hearing before the License Appeal
Tribunal)

e Investigation and prosecution by the Ministry,
including examining documentation and accessing
electronic records, and potentially resulting in fines
of up to $50,000 for individuals and $250,000 for
corporations (if found guilty) .3®

Consumers relying on this process are limited to
refunds of monies already paid or the cancellation

of an agreement unless suppliers voluntarily offer
compensation. Enforcement of other rights and
damages (including exemplary and punitive damages)
requires an application to court —a complex, expensive
and potentially risky exercise. A search of caselaw
suggests these actions are rare, with only a few dozen
cases reported in the last three years.®*

The 2023 Ontario CPA Consultation includes three
provisions addressing access to justice issues, including
proposals. These would:

1. Clarify that consumers have one year to rescind
a contract after an unfair practice takes place (as
opposed to the existing right to rescind within one
year of commencing the contract). 3

2. Explicitly prohibit businesses from including terms
in a contract that appear to waive express CPA
rights and adding a new provision prohibiting terms
that infringe on consumers’ rights to make fair
public reviews of a business or service.*%!

3. Extend the power of the Minister to issue
compliance orders under the CPA to cover
any business that facilitates another business’
contravention (covering intermediaries such as
online platforms and billing services). 3¢?

The LCO commends these proposals, especially the
proposal that expands the authority of the Minister to
issue orders for business intermediaries. As expanded
below, there is evidence that more could be done

to ensure consumer redress is effective in the digital
marketplace.



11.2 Law Reform Options

LCO research reveals a range of potential new tools
that could improve meaningful, expeditious, and
efficient access to justice for consumers in the digital
marketplace. This section discusses a range of options,
including:

e Measures to ensure courts and government are
equipped to resolve consumer disputes in the
digital marketplace

e (Clarifying jurisdiction over transactions in Ontario
e Stronger protections against reprisal

e  Establishing minimum standards for ministry
complaints and informal dispute resolution

e Improving consumer rights advocacy and litigation
assistance

e Building more proactive means for systemic
investigation, redress, and legislative enforcement

e Facilitating better consumer enforcement and
policy-making through improved data collection
and a machine readable ToS registry

e Considering consumer damages for disgorgement.

11.2.1 Measures to Ensure Courts and
Government are Equipped to Resolve
Consumer Disputes in the Digital
Marketplace

At present, most consumer rights disputes rely on
either complaints to the Ministry or courts to resolve
matters of contractual interpretation.

Canadian contract scholars write how resort to the
courts is uniquely ineffective for most consumers.
Professor Radin finds that:

One simple conclusion to be drawn from the
overview of how traditional judicial oversight
doctrines are faring with boilerplate rights
deletion schemes is that current doctrines

are not formulated so as to address the
mass-market nature of the issues raised by
boilerplate, nor do they address the need for
consistency in how these schemes are treated
in the courts.?*

Radin’s concern is multifold.

First, she writes that courts will have difficulty applying
doctrines of unconscionability, deception, notice, and
consumer “expectation” vs consumer “exploitation.”3
What Radin is referring to is the difficulty in adapting
common law principles on a case by case basis to the
wide array of new practices in the digital marketplace.

Second, while common law courts have a broad power
to find that certain kinds of unconscionable terms
violate a public interest policy issue, Radin asserts

that most courts today are conservative in using that
power.3%

LCO research suggests that the systemic failure to
address the mass-market nature of the issues raised
by boilerplate and improve judicial consistency is to
provide courts and administrative decision-makers
with clearer guidance on prohibited practices, legal
requirements, and relevant consumer protection
principles as they operate in the digital marketplace.

Many of the proposals discussed in this paper so

far would provide such guidance. For example, our
proposed requirements for the “key information” that
could be disclosed and potentially prohibited deception
and unconscionability practices would go a long way

to establishing a transparent and consistent legal
governance framework that could be used by courts to
resolve consumer protection matters.

11.2.2 Clarify Jurisdiction over Transactions in
Ontario

The CPA asserts a very broad jurisdiction over consumer
activities.

The CPA states that it governs all consumer transactions
“if the consumer or the person engaging in the
transaction with the consumer is located in Ontario
when the transaction takes place.”3%®

Notwithstanding this provision, there are several
practical problems that may inhibit access to justiceand
compliance with the CPA: First, a digital marketplace
entity may use the same ToS in the US, in Canada,

and other jurisdictions. In the absence of a consumer
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raising a civil claim, suppliers may simply apply the
“foreign” ToS to Ontario consumers, irrespective of
whether it is consistent with the CPA or Ontario law.
Alternately, global or generic ToS contracts may adopt
a hybrid approach and include references to, and
exceptions for, local laws. These provisions are often
generic and may confuse or disarm consumers of their
local jurisdictional rights and protections.

The “spillover” of foreign ToS may also give consumers
the wrong impression about their rights and
opportunities for redress: “[B]y leaving unenforceable
terms in its boilerplate, the firm can hope to deter
attempts to exercise legal rights when a recipient

does read the terms but doesn’t realize that they are
unenforceable.”3¢

For instance, Article 2 of the U.S. Uniform Commercial
Code severely limits consumer remedies in many cases.
As Radin writes,

Section 2-719(1)(a) provides that remedies
may be severely limited, without providing
that such limitations need to be communicated
especially carefully or that separate consent
must be obtained. This invitation to shrink
remedies is very widely used. 3

A second problem is how jurisdiction is asserted. In
Canada, the proper assertion of jurisdiction is based on
the “real and substantial connection” test.>®° This legal
principle governs whether a court has the authority to
hear and decide a dispute.®”® In the context of online
contracts, the “real and substantial connection” test
can present a significant barrier to consumers if they
are compelled to litigate jurisdictional issues in addition
to their substantive disagreements.

Consumer Protection in the Digital Marketplace

A multi-national OECD survey of jurisdictional issues in
consumer contracting notes how:

e  Online marketplaces’ status as intermediaries
was cited as a major challenge for a number
of countries due to limitations in their laws on
when marketplaces could be liable in a variety of
contexts, including actions of third-party sellerslt
was not always clear when liability fell on a
marketplace and several countries raised concerns
that this may affect some online marketplaces’
investment in, and prioritisation of, consumer
protection compliance generally

e Several countries highlighted difficulties associated
with consumers’ level of understanding about
their rights and the responsibilities of online
marketplaces, including consumer confusion in
identifying whether they had transacted with
the online marketplace or a third-party trader,
and consequently whether consumer complaint-
handling bodies have jurisdiction

e  Particularly in Canada consumer empowerment is
a key challenge, noting that consumers were often
not aware of their rights and relevant protection
measures when shopping in online marketplaces.?”*

This problem extends interprovincially within Canada.
In Douez, the BC court took the extraordinary step of
asserting jurisdiction over an agreement formed in
Saskatchewan.?”?

Notably, the proposed federal CPPA and AIDA legislation
may bring a modicum of consistency consumer
unconscionability and deception issues (see the
discussion at section 3.4).

LCO research suggests that jurisdictional fragmentation
and confusion is related in part to the very consumer
protection concerns this paper has set out to
investigate, namely, the need for consumer protection
law to catch-up to practices and issues in the digital
marketplace. In other words, taking affirmative steps to
address gaps between established consumer protection
law and newer digital marketplace activities would be
an important first step and would in turn establish a
set of terms on which greater provincial and federal
consistency could be explored.



11.2.3 Stronger Protections Against
Reprisal

As discussed above, the CPA protects
consumers from reprisal by prohibiting, for
example, the withholding of goods while
renegotiating the price or the ToS.3”3

Unfortunately, consumers in the digital
marketplace are exposed to far more
nuanced and intrusive forms of coercion
and punishment, including:

e Suspension, closing, and deletion of
accounts and content

e Remote disabling of devices, making
devices and investments worthless and
causing economic loss or replacement

e Stranding of digital assets, including
those that may be in proprietary
formats

e |oss of access to productivity tools
needed for work and income

e Loss of income for content creators

e Loss of access to social engagement and
community.

One approach to address these issues
would be to modernize the CPA to recognize
and prohibit digital reprisal. For instance,
the CPA’s current definition that prohibits
“withholding of goods” could be amended
to include “withholding services and access
to content.” Another approach would be to
prohibit terms in a ToS contract that broadly
empower the supplier to withdraw the
service “for any other reason.”

There is precedent for this in other
jurisdictions. As mentioned above, the EU
UCPD enumerates several prohibitions
against consumer reprisals. Other EU
legislation ensures users of digital services
continue to enjoy access to services even
if they optout of supplier monetization
practices.’”*

The Particular Impact of ToS Enforcement on Content
Creators.

“User Generated Content” (UGC) is the foundation of many
major and minor platforms. UGC is any content created by users
rather than established corporations, brands, or traditional media
producers. UGC content is diverse: it spans live broadcasting,
videos, music, reviews, podcasts, comments, and images.3”

UGC is also lucrative. The more UGC a platform has, the greater
their potential user engagement and thus advertising revenue,
data collection, and other means of monetizing. Today it is
estimated that there are some 29,000 YouTube channels having

1 million or more subscribers.?”® Other UGC platforms like Twitch
and TikTok report similarly dramatic numbers: Twitch is estimated
to have over 8 million active streamers with over 1 million
streaming daily, and TikTok is estimated to have over a billion users
of whom 83% have uploaded content.?””

Platforms use their ToS to create incentive and compensation
schemes for UGC content creators. These platforms monetize
content and pay their creators based on different metrics, which
can include advertising views, view count, watch time, clicks,
shop storefront traffic, brand deals, and other means. These ToS
also typically impose conditions on content creators, governing
issues like offensive content, copyright, advertising standards
and guidelines, asserting ownership of UGC content, forbidding
or taking a cut of any 3rd party advertising deals, mandating

the use of automated dispute resolution mechanisms, and the
like. YouTube, for example, requires all users of the platform to
agree to a ToS before creating an account for creative or viewing
purposes.®”® Additionally, creators must adhere to over 12 different
policies regarding their content creation.’”®

UGC content creators have been increasingly open about how
sudden, unexpected, and poorly explained ToS enforcement

can devastate their content and income. Content creators

report enforcement measures in which platforms instantly and
unilaterally suspend access to their account, de-monetize their
stream, strand content (by making it inaccessible), take-down and
even delete content, and fail to respond to requests for dispute
resolution.?®

UGC creators are thus particularly vulnerable to unfair or malicious
ToS enforcement by the operator. UGC creators are also caught

in a quasi- professional and quasi-consumer relationship with
platforms. It isn’t always clear what practices may be governed by
consumer protection law, employment law, or otherwise.
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11.2.4 Establish Minimum Standards for
Ministry Complaints and Informal
Dispute Resolution

There are good reasons to consider establishing
minimum standards for Ministry complaints and
informal dispute resolution processes.

First, the CPA requires that consumers raise an issue
with the supplier before they may file a complaint to
Consumer Protection Ontario for review and potential
investigation.3!

This rule may be problematic because there are no
standards for handling consumer complaints, meaning
that consumers have no assurance their issue will be
addressed.

At the same time, many platforms are creating their
own oversight and complaints systems. In 2022, the
OECD recently identified a wide range of concerns
and risks for consumers who must use these systems.
Not surprisingly the OECD’s survey confirmed that
“Consumer dispute resolution and redress systems
varied across participating marketplaces” and that
“all participants had systems for consumers to make
complaints directly to them” but had considerable
variability in issues like:

e Per-page / per-product buttons “to bring potentially
unlawful or otherwise problematic listings to their
attention”

e Different return policies
e Different guaranteed refund policies
e Different paid “purchase protection” offers

e |nconsistent policies across their own products and
platforms

e Different mandatory complaint timelines, and

e Only “around half indicated that they have
processes to mediate and resolve disputes if
requested by consumers.”38?

Consumer Protection in the Digital Marketplace

The OECD also found variable “systems in place to
mediate disputes between consumers and third-party
sellers, and that these included automated and manual
aspects.”?3 Digital platforms were found to have
variability where some:

e Provided some mediation services to consumers
that used its payment system in relation to non-
delivery of goods, non-compliant goods and
damaged goods but that dispute resolution was
however not automated.Provided a link to the
online dispute resolution platform created by
government, including the European Commission
or Brazil’s National Consumer Secretariat

e Demonstrated a range in response time from 1-2
days to several weeks

e Demonstrated variability in having “a dedicated
team responsible for processing reports from
consumer protection authorities and co-ordinating
platform responses”

e Demonstrated variability in operationalizing
regulatory tools, like “[enabling] authorities to send
messages to sellers and buyers,” use of “trusted
flaggers” to report and remove problematic listings,
and “dedicated reporting tools for regulators and IP
rights holders” and the like. 3

In response to these issues, the CPA could be updated
with a set of clear and actionable principles governing
informal dispute resolution with consumers. This
reform could establish an equal playing field among
businesses while normalizing meaningful access to
justice for consumers in everyday transactions.

This also reflects the momentum in other jurisdictions.
For instance, the EU Digital Services Act (2022) aims to:

“increase online marketplaces’ liability in certain
contexts by imposing obligations to... establish
internal complaint handling systems, engage in
alternative dispute resolution to resolve conflicts
with consumers, give priority to notifications

by users that have been designated as “trusted
flaggers” by consumer protection authorities and
suspend third-party sellers that repeatedly infringe
consumer protection requirements.”3>



Notably, the DSA “includes a granular set of
requirements that apply to different sorts of
intermediaries of different sizes” to tailor appropriate
obligations to businesses that can meet them.3® The
definition of such systems in leading jurisdictions like
the EU suggest it may be easier for Ontario to follow.?®’

11.2.5 Improve Consumer Rights Advocacy
and Litigation Assistance

Consumers can file complaints with Consumer
Protection Ontario, which can provide information,
education, and potentially investigate a complaint.
However, this process does not amount to advocacy or
summary advice for consumers, nor does it ensure or
promote impartial consumer advice.

In Ontario the Legal Aid Services Act defines coverage
for a range of legal needs for eligible applicants but
does not include coverage for consumer rights issues.®
The Act does, however, provide for “poverty law
services” defined in a non-exclusive list as “being law in
relation to matters that particularly affect low-income
individuals, including housing and shelter, income
maintenance and social assistance.”*® The 2009 Civil
Legal Needs Report in fact notes that consumer issues
are identified as the second greatest legal need, and
second only to family law disputes.3%°

In March 2023 the Ministry hosted a consultation

with consumer groups to comment on the CPA review.
One key recommendation was to address the need

for effective province-wide consumer rights advocacy.
Proponents described the need to fill this void with an
independent agency dedicated to consumer-oriented
advocacy and education, including policy development,
litigation, and consumer litigation support.®? It was
particularly noted that such an agency should focus on
new issues in the digital marketplace.

There is apparently no organization in Ontario that
serves these needs. The LCO welcomes suggestions on
how an organization could be established best suited to
fulfilling consumer advocacy needs and achieving the
envisioned mandate.

Facebook’s Dispute Resolution Process.

In 2022 it was disclosed that Facebook’s internal
appeal mechanism to review content removal
and account bans received over a million
applications for review from users in it’s first 18
months.3%2 This surely makes Facebook one of the
busiest dispute resolution services on Earth.

On the one hand, this appears to provide an
admirable level of service and accessibility, if
only demonstrated through the sheer number

of applications accepted. On the other hand,
Facebook’s form of private governance has been
strongly criticized as falling far short of consumer
expectations of administrative impartiality,
fairness and due process, especially as compared
to a civil court.?*®* Among the concerns are

that Facebook’s internal policies (on which
applications may be decided) are not always clear
or published, making it difficult or impossible

to mount an effective case (especially for an
unrepresented lay person).®** Facebook’s policies
are also crafted by a panel of experts appointed
and employed by Facebook, and appointed by
CEO Mark Zuckerberg. With significant questions
about transparency, the system is criticized as
being a self-serving 21 century Star Chamber.3%
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11.2.6 Build More Proactive Means for
Systemic Investigation, Redress, and
Legislative Enforcement

Consumers may also often find it impractical to enforce
their rights under the CPA, particularly for the kinds of
routine transactions and activities that take place in the
digital marketplace. forms of investigation, redress, and
legislative enforcement.

Key proposals that the LCO has been made aware of
include:

o A need for more resources for the Ministry to
investigate and charge businesses for breaches of
the CPA

e The need for more systemic investigations,
transparent reports and findings, and stronger
penalties to set clear standards and encourage
general compliance

e |Issuing of CPA interpretation and compliance
guidance related to, for instance, CPA terms like
disclosure, unconscionability, unconscionable
presentation, vulnerable groups, key information
and market contexts relevant to practices in the
digital marketplace

e |Issuing of CPA interpretation and compliance
guidance related to intersecting areas of law, such
as consumer protection with data and privacy
governance

e Facilitating closer engagement with businesses and
consumers to discuss challenging issues related
to digital marketplace practices, such as those
outlined in this consultation paper

e Ongoing review of the ToS of major suppliers
and businesses to better encourage jurisdictional
compliance.

In addition to limited regulatory resources and
mandates, a 2022 OECD survey of 28 countries and 15
leading platforms found a need “for better complaint
data [given] the lack of accurate data on consumer
complaints relating to online marketplaces.”3%
Participating countries noted the lack of such data
makes it difficult to achieve the “accurate identification
of issues affecting consumers in online marketplaces.>”
Without such data, “Most countries reported that

Consumer Protection in the Digital Marketplace

their key challenges... [were] persuading marketplaces
to take proactive measures to prevent or reduce
consumer harm.”3% Accordingly, CPA amendments
could be envisioned that would require businesses

to record standard information about complaints

and establish and ongoing reporting obligation to the
Ministry, better ensuring transparency and identifying
systemic consumer concerns.

Another promising approach builds on the interest
and capacity of individual consumer complaints and
consumer advocacy organizations by establishing a
right to more flexible forms of “collective redress”
similar to that introduced into UK consumer protection
and competition law in 2015.3° These actions allow
an individual consumer to file a claim for “collective
actions and opt-out collective settlements” related to
consumer harms and business competition, a process
that is simpler and less financially risky than engaging
a class action. The government also has a role in
facilitating collective settlements whether a collective
proceedings order has been made or is merely under
consideration,*® along with a series of voluntary
redress schemes that can offer the benefit of legal
certification of settlements voluntarily negotiated and
entered into by businesses.*!

A recent claim filed under this right in the UK, for
instance, alleges that Sony has been overcharging
PlayStation gamers for six years, abusing its dominance
in the British market to impose unfair terms and
conditions on the PlayStation Store. Damages for losses
sought under the claim would amount to 5 billion
pounds.*0?

Consumer collective redress is broadly available in
Canada, allowing for compensation in damages for
widespread economic or physical injuries caused by
defective goods or services, or by unfair business
practices.*®® At present, however, this is mostly limited
to class action proceedings.** Class actions can be
effective. But they are also complex, expensive, and
slow — features which suggest that class actions

may suffer from the same “law lag” that other court
proceedings struggle with, and which undermine their
role as a responsive and timely check-and-balance on
consumer hostile activities in the fast-moving digital
marketplace.*%



Leading Canadian consumer rights organizations
suggest that adopting UK-style collective redress
mechanisms would be tremendously effective in re-
balancing consumer rights in the digital marketplace.
For instance, the Consumers Council of Canada (CCC)
writes that:

Introducing the concept of “super complaints,”
greater transparency and public exposure to
government consumer complaints databases
in Canada could prove an efficient, additional
compliance tool for regulators, advance
consumer interests, and better use valuable
resources provided by professional non-profit
consumer advocacy groups.*%

In 2002, a “super-complaints” system was established
in the U.K. government by the Office of Fair Trade (now
Competition & Markets Authority). This is different
from the UK’s 2015 “collective actions” system.

The “super complaint” system allows a designated
consumer body to submit a complaint that “...any
feature, or combination of features, of a market in

the U.K. for goods or services is or appears to be
significantly harming the interests of consumers.”4%

The process is public. Regulators are required by law

to provide a response in a reasonable time period. By
most accounts the program has been a success. Several
super-complaints have been launched and resolved.

The Consumers Council of Canada supports this
approach:

A super-complaint could allow a systemic
marketplace problem to be pursued on
behalf of all consumers while protecting the
privacy of individual consumers. A super
complaint supports the right of representation,
and enables consumers to have a new
opportunity to have themselves represented.
It supports redress and having a consumer
take responsibility to seek redress, not just
for themselves but for all unfairly treated
consumers.*%

11.2.7 Better Consumer Enforcement and
Policy-Making Through Improved Data
Collection and a Machine Readable
ToS Registry

As in many areas of public policy, consumer
enforcement and policymaking could be improved
through better data collection and dissemination. The
Consumers Council of Canada notes that:

One of the primary sources of information

for regulators to trigger market conduct
reviews and enforcement inspections

and investigations is consumer complaint

data. Regulators, delegated administrative
authorities, ombudsman offices, and self-
regulatory agencies have long relied upon and
actively sought out consumer complaints to
identify unfair or unsafe business practices and
sector or industry-wide patterns that may raise
flags and warrant investigation. Resources at
many consumer protection regulatory agencies
have dwindled over the years, forcing them to
rely more heavily on complaints as a method
of observing marketplace conduct within their
risk management approach to compliance.

Effectively collected, analyzed and publicized
consumer complaint data can be a highly
useful compliance tool by raising public
awareness about high levels of non-
compliance, influencing enforcement priorities,
instigating product recalls, enhancing
intelligence gathering and strategic planning,
supporting other evidence, providing
disincentives to non-compliant firms,
encouraging reticent consumers to complain,
and precipitating policy consultations and
public hearings.**

A more far-reaching proposal would be to establish a
digital ToS registry. The registry could provide a vital
and potentially automated form of reviewing practices
and trends in ToS agreements. This, in turn, could
facilitate much more proactive monitoring, auditing,
and investigation of consumer hostile practices than
passively anticipating individual consumer complaints.
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Just such a registry has been adopted in California
with enactment of the Social Media Accountability
and Transparency Act.**® The Act would require social
media companies to submit reports to the Attorney
General with latest versions of their ToS; to detail
specific policies in defined areas; and to collect and
report on data related to ToS violations. All ToS reports
will be made available to the public through a single
searchable database.*!!

The Act further establishes and clarifies standard
terms and practices for digital platforms, including
privacy notices requiring specific disclosures and
general information.**2 The Act also defines “terms of
service” to mean a policy or set of policies adopted by
a “social media company” that specifies user behavior
and activities that are permitted and those that would
subject the user to consequences.

In addition to the example of California, the United
States Federal Consumer Financial Protection Bureau
proposes a database of terms of service contracts
offered by supervised non-bank financial institutions
who incorporate terms that seek to waive or limit
consumer legal protections.*!3

The US examples of a centralized, machine-readable
ToS registry could improve consumer protection in
Ontario’s digital marketplace in many ways:

e Online disclosures could be simplified, made more
consistent, and categorized

e The effectiveness of online disclosures could be
measured and benchmarked, for instance, by
tracking how many consumers viewed the notice

e The database could track changes to ToS and
provide notifications, which would counter-balance
unilateral contract changes and provide a means to
alert consumer to “key information” or other high-
risk concerns

e |t may increase certainty and establish jurisdiction
over suppliers conducting transactions in Ontario

e |t may make it easier for governments, scholars,
courts, litigants, advocates, and industry to engage
in comparative research, identify trends and
standard terms, and the like

Consumer Protection in the Digital Marketplace

e |t may uncover patterns in ToS that could be
evidence of an opportunity or need to regulate

e |t could gather data about the prevalence of
activities of concern to the public interest, such as
data brokering

e |t could be leveraged to provide vital public
education and engage options for collective
redress.

Building on this concept, some jurisdictions have
proposed legislative amendments requiring businesses
to test the effectiveness of disclosures in the respective
target market and “to assess how the information

is understood and used by consumers, and to take
necessary steps to mitigate any problems identified.”4

The OECD also identifies how such “Technical solutions,
including machine-readable disclosures, can provide

a possible way forward in certain contexts.”**® For
instance this could considerably accelerate the
development of “structured forms” of disclosure,

such as ToS “nutrition labels” with standard practices
and readily comparable audits. This would overcome
long-standing limitations with otherwise promising
approaches like the use of “trustmarks.”*®

The OECD writes how:

Standardised, simplified and clearly structured
tables, summarising key information could
address these concerns. Examples include

the Schumer box in the context of credit card
agreements, or proposals for standardised
short-form privacy notices. As an alternative,
researchers have recently proposed the
introduction of standardised privacy levels that
consumers only need to understand once and
then can easily apply across all digital services
that collect data from consumers.*’

Precedence exists for this kind of proactive auditing
and trustmarking in Canada, and is a concept that
could be applied to ToS. For instance, since 1972, the
Canadian Radio-television and Telecommunications
Commission (CRTC) has delegated a “preclearance”
review of potentially sensitive advertisements to
AdStandards Canada. Their “preclearance” program



assesses advertisements related to alcoholic
beverages, children’s advertising, cosmetics, food

and non-alcoholic beverages, and health products to
ensure compliance with advertising standards and
guidelines.**® Both industry and consumers benefit
from this arrangement as it helps achieve compliance,
maintains public interest standards, and reduces
complaints.

A system of trustmarking or certification would support
“more complex solutions which often rely on other
stakeholders, including information intermediaries.

In the context of mobile privacy settings, the FTC,

for example, highlights a potential role for operating
systems (e.g. Android or Apple).”4¥®

It would also respond to the acknowledged necessity to
“monitor implementation. Several authorities further
encourage businesses to test their own disclosures

to ensure that they are in line with the guiding
principles.”42°

11.2.8 Consumer Damages for Disgorgement

Disgorgement is a form of compensatory damages that
may be awarded in circumstances where a plaintiff
cannot adequately quantify his or her loss, or has
suffered no actual loss as the result of the other party,
while the other party has unfairly profited from the
allegedly wrongful acts.

In context of consumer contracts in the digital
marketplace, disgorgement may foreseeably arise in
two scenarios. First, in relation to unfair and deceptive
practices, like dark patterns. Second, as a form of
restitution where a party to a contract (like a consumer
to a ToS agreement) may witness the unjust enrichment
of the other party (like monetizing user data and
profiles).*?!

In either scenario, the potential for disgorgement
damages can act as a check and balance to deter
suppliers from imposing terms on consumers that

are totally one-sided and unjustly enriching, thus
unbalancing the interests in the contract. Disgorgement
can also address the problem of post-facto
investigations, fines, and other sanctions amounting to
little more than “the cost of doing business” for many

suppliers, with limited impact on changing behavior
systemically and proactively.

The best-known example of disgorgement in the
Canadian context occurs in patent law. In this context,

a patent holder can sue not just for how much they
have been harmed but also for how much the offending
party has gained from the ill-gotten profits.*??

In the United States, disgorgement is well known in
the consumer context.*?®* Recent actions of the US
Federal Trade Commission have sought to expand the
ambit of consumer disgorgement as a damage and
remedy for the panoply of practices taking place in the
digital marketplace.*** Competing case law, leading up
to a decision of he US Supreme Court, suggests the
issue is both relevant to new activities in the digital
marketplace, and remains a legally live question.*®

Disgorgement is rather less well known in the Canadian
consumer context. It has been suggested to the LCO
that disgorgement may be effective as a check-and-
balance for consumers in the digital marketplace,
particularly since monetization, data, and other
commercial practices both contribute to enormous
profits off consumers and given the lack of similar
damages under privacy law.*?

The LCO has also heard that disgorgement may merit
consideration in legislation as caselaw otherwise
continues to evolve, for instance, with the recent
Supreme Court of Canada decision in Atlantic Lottery
Corp. Inc. v. Babstock.**” Analysis of this decision
suggests a number of wide-ranging implications,
particularly for the class action bar, including that
“while nominal damages are technically available for
any breach of contract” disgorgement of profits as a
remedy for breach of contract “is limited to exceptional
circumstances that will rarely be present in an ordinary
commercial or consumer contract.”#® That said, such
circumstances include “where the plaintiff has a
legitimate interest in preventing the defendant's profit-
making activity” and where the claimant’s interest
“cannot be vindicated by other forms of relief”4?° This
could foreseeably engage the kinds of monetization,
data brokering, and other practices that may offend
consumers who are party to ToS contracts in the digital
marketplace.

Law Commission of Ontario



Consultation Questions:
Improving Access to Justice for Consumers
in the Digital Marketplace

Question 16:

Do access to justice, dispute resolution,
enforcement and remedies need to be
improved for Ontario’s consumers in the digital
marketplace? If so, could these be achieved by:

e Providing clearer guidance/directives to
Ontario’s courts adjudicating online consumer
disputes?

e Amending the CPA to provide more certainty
regarding Ontario’s jurisdiction in online
consumer disputes?

e Amending the CPA to prohibit online supplier
reprisals?

e Establishing minimum standards for Ministry
complaints?

e FEstablishing regulations or best practices
governing private or internal consumer
dispute resolution mechanisms?

e Amending the CPA to create a collective right
of redress or “super-complaints” system?

e Improved support for consumer advocacy
organizations or public education?

e Direct to public consumer legal tools?
e AToSregistry?

Question 17:

How should potential reforms to improve
consumer’s access to justice, dispute resolution,
enforcement and remedies be balanced against
the legitimate interests of online suppliers?

Question 18:

Should the Ministry of Public and Business
Service Delivery be given a stronger mandate to
investigate and prosecute consumer complaints
in the digital marketplace? If so, what additional
powers should be given to the Ministry?

Question 19:
What other initiatives could supplement improved
consumer protection laws in Ontario?
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12. Conclusion and How to Get Involved

The release of this Consultation Paper is the start of
LCO’s consultation process.

The LCO wants to hear from a broad range of
stakeholders including lawyers and legal organizations,
NGOs, industry representatives, academics,
government and justice system leaders, and individual
Ontarians interested in consumer protection issues.

To this end, the LCO will be organizing several
consultation processes over the next several months.
The LCO is strongly committed to partnering with
interested organizations and stakeholders to develop
consultation initiatives. Individuals or organizations
interested in working with the LCO are encouraged to
contact our Project Lead.

More information about the consultation process and
how to get involved is on our website:
https://www.lco-cdo.org/digitalmarketplace.

Written Submissions

The LCO encourages written submissions. Written
submissions can be sent to the LCO’s general email
address at LawCommission@]Ico-cdo.org.

The deadline for written submissions is
September 1, 2023.

The LCO is committed to sharing ideas and building
constructive dialogue. Accordingly, the LCO expects
to post written submissions on our project webpage,
subject to limited exceptions. Individuals or
organizations wishing to provide a written submission
may want to contact the LCO for further information
prior to their submission.

Project Lead and Contacts

The LCO’s Project Lead is Ryan Fritsch. Ryan can be
contacted at rfritsch@I|co-cdo.org.

The LCO can also be contacted at:

Law Commission of Ontario

2032 Ignat Kaneff Building

Osgoode Hall Law School, York University
4700 Keele Street

Toronto, Ontario, Canada

M3J 1P3

LawCommission@Ico-cdo.org
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Appendix A — Consultation Questions

Online Contracts

Question 1:

What factor or factors distinguish “online” practices
from other forms of contract identified in the Consumer
Protection Act (CPA)?

Question 2:

Should Ontario create a statutory or requlatory
framework to address potential consumer risks and
harms in the digital marketplace? If so, should the CPA
be amended to add a statutory definition of “online”
practices? How should “online” practices be defined?

Monetary Threshold

Question 3:

Should the CPA be amended to eliminate the monetary
threshold (currently 550) for consumer protections for
“online” contracts? What are the potential benefits and
drawbacks of eliminating the monetary threshold?

Unilateral Changes

Question 4:

Should the CPA be amended to reflect to provide more

consumer protections against unilateral changes in

terms of service (ToS) in the digital marketplace? If so,
could this be achieved by:

e Prohibiting unilateral changes related to “key
information” or “market contexts”?

e Providing a right to cancel a contract without penalty
under proscribed circumstances?

e Better ensuring a “duty of good faith” to distinguish
routine from consequential unilateral changes?

e (Creating a ToS registry, consumer welfare agency, or
other audit mechanism to review unilateral changes
and prepare independent summaries for consumers
about potential risks and consequences.

e Other potential reforms?

Question 5:

How should potential reforms to better protect
consumers against unilateral changes be balanced
against the legitimate interests of online suppliers?
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Notice and Disclosure

Question 6:

Should the CPA be amended to require online suppliers

to provide more meaningful and effective notice of

material terms and online consumer risks? If so,

o What is the best way to improve online consumer
notice while avoiding consumer information
overload?

e What “key information” should be disclosed to
Ontario’s online consumers?

e Should online “market contexts” and “deceptive
practices” be disclosed to Ontario’s online
consumers? If so, what contexts or practices should
be disclosed?

e Are reforms enacted or proposed in other
jurisdictions (such as the EU and by the American
Law Institute) appropriate for Ontario?

Question 7:

There are many other options to improve notice for
online consumers, including standard terms, prohibiting
certain practices, trustmarks, etc. Which options should
be adopted in Ontario, if any?

Question 8:

How should potential reforms to provide better or more
meaningful notice to consumers be balanced against
the legitimate interests of online suppliers?

Dark Patterns

Question 9:

Should Ontario’s consumers have more protections
against “dark patterns” in the digital marketplace?
If so, should the CPA be amended to prohibit these
practices? How would “dark pattern” practices be
defined in the CPA?

Question 10:

In addition to a statutory definition, should the CPA be
amended to include a list of “dark pattern” practices
that should be prohibited or proscribed? If so, which
practices should be identified?



Question 11:
What other reforms or initiatives should be adopted to
improve consumer protections in this area?

Protecting Youth, Elderly, and other Vulnerable
Consumers

Question 12:

Do CPA sections 5 and s.15(2) provide sufficient
consumer protections to youth, elderly and other
vulnerable communities against consumer risks in the
digital marketplace? Are additional or more specific
consumer protections necessary? If so, could this be
achieved by:

e (Creating regulations or best practices guidelines to
clarify CPA s. 5’s “comprehensibility” requirement?

e A defined regime for parental or substitute consent
with “best interests” fiduciary duties that takes into
account childhood development goals, freedom of
expression, and vulnerable groups

e Development of standard terms or procurement rules
for institutions like government services, schools, or
long-term care homes requiring specific platforms or
products where consumers have little choice but to
agree

e Improved, mandatory, upfront forms of notice
and disclosure when youth or parental consent
is required. This could include newly mandated
disclosure and notice provisions requiring lifetime
or yearly projections of an average users costs, as
well as other identifiable piece of “key information”
and “market contexts” such as health risks or the
addictiveness of a product or platform

e FExpanded limitation periods to raise unfair practices
and subject to the principle of discovery

e Expanded access of consumer to legal and legal aid
services to assist with consumer protection issues
under the CPA

e A statutory duty for online suppliers to protect youth

e An expanded list of what constitutes a false,
misleading or unconscionable representation to
include practices and issues of particular concern to
vulnerable groups

e Additional measures to protect persons with
disabilities, address language barriers, literacy levels,
income, class, cultural norms, or age-related and age
vulnerabilities (including the elderly and youth)?

e Additional measures to protect persons with
disabilities, address language barriers, literacy levels,
income, class, cultural norms, or age-related and age
vulnerabilities (including the elderly and youth)?

Deception and Unconscionability

Question 13:

Should the CPA be amended to provide more consumer
protections against deceptive and unconscionable
practices in the digital marketplace? If so, how would
these practices be defined in the CPA?

Question 14:

In addition to a statutory definition, should the CPA

be amended to include a list of online deceptive and
unconscionable practices that should be prohibited or
proscribed? If so, which practices should be identified?

Question 15:

Regulation of deceptive practices in the digital
marketplace potentially affects jurisdiction within
Canada and internationally. Should these rules
be harmonized? If so, what does or doesn’t need
harmonization?
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Access to Justice

Question 16:

Do access to justice, dispute resolution, enforcement

and remedies need to be improved for Ontario’s

consumers in the digital marketplace? If so, could these
be achieved by:

e Providing clearer guidance/directives to Ontario’s
courts adjudicating online consumer disputes?

e Amending the CPA to provide more certainty
regarding Ontario’s jurisdiction in online consumer
disputes?

e Amending the CPA to prohibit online supplier
reprisals?

e Establishing minimum standards for Ministry
complaints?

e FEstablishing regulations or best practices governing
private or internal consumer dispute resolution
mechanisms?

e Amending the CPA to create a collective right of
redress or “super-complaints” system?

e |mproved support for consumer advocacy
organizations or public education?

e Direct to public consumer legal tools?

A ToS registry?

Question 17:

How should potential reforms to improve consumer’s
access to justice, dispute resolution, enforcement and
remedies be balanced against the legitimate interests of
online suppliers?

Question 18:

Should the Ministry of Public and Business Service
Delivery be given a stronger mandate to investigate
and prosecute consumer complaints in the digital
marketplace? If so, what additional powers should be
given to the Ministry?

Question 19:

What other initiatives could supplement improved
consumer protection laws in Ontario?
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Appendix B — Definitions

Dark Patterns: “Dark patterns” refer to contracting,
software, and user interface design practices to “steer,
deceive, coerce, or manipulate consumers into making
choices that often are not in their best interests.”4*
Typical examples include consent boxes checked by
default; preference toggles with unclear coloring;
obscured “cancel” or “unsubscribe” buttons; the use of
tiny text; misleading disclosures; preference or privacy
settings buried deep within a multi-layered menu
structure or website; requiring consumers to “opt-out”
with unnecessarily onerous procedures; or sign-up and
onboarding practices that minimize notice of relevant
risks and consequences of business practices to the
consumer.*3!

Data Brokering: Data brokers are companies “whose
primary business is collecting personal information
about consumers from a variety of sources and
aggregating, analyzing, and sharing that information,
or information derived from it, for purposes such

as marketing products, verifying an individual’s
identity, or detecting fraud.”*3> More recently, data
brokering has been criticized as contributing to socially
hostile activities such as platform misogyny, election
interference, online content shaping, and to train
algorithms and Al products.** ToS are often used to
facilitate data brokering through vague or misleading
terms like “tailoring products” or “sharing information
to improve experiences.”*

Digital Marketplace: The “digital marketplace” is the
broad and inclusive term adopted by the LCO for this
project. It reflects an emerging international approach
on how to reconcile and modernize classic consumer
protection concepts in the era of digital transactions.**
Ontario’s Consumer Protection Act has a very broad
mandate covering most consumer contracts. But most
consumers now conduct these transactions in the
“digital marketplace,” either directly with service and
product suppliers or through digital intermediaries, and
almost always under contractual terms of use. For the
CPA to remain relevant it must continue to effectively
provide core consumer rights — for instance against
deception or unfair terms, and to accessible dispute
resolution —anywhere in the “digital marketplace.”

This also means addressing new challenges magnified
in, and unique to, the digital marketplace —such as
platform lock-in, coercive software design, and rapidly
escalating concern for platform misogyny —among
other issues discussed later in this paper.

There are many potential definitions for “digital
marketplace.” SAP’s Future of Commerce website
notes the term “digital marketplace” is inclusive of a
variety of business-to-business, business-to-consumer,
intermediary, and consumer-to-consumer practices,
among many others. As discussed later in this paper,
jurisdictions like the European Union have adopted

the notion of the “digital marketplace” and “digital
services” as appropriate categories and frameworks for
modernized consumer protection legislation.

Market context: refers to the wider business models
and practices which are often unknown to consumers
but may have serious consequences and risks. A classic
example in the digital marketplace is a notice that

a supplier “may share information about you with

our partners to improve your experience.” Absent
disclosure of market context, a consumer may not
know that these provisions have been used to monetize
the consumer, shape consumer content or prices,

and share consumer profiles with other businesses.
Canadian courts have recognized market conditions and
market contexts in interpreting the adequacy of notice,
disclosure and consent practices. The American Law
Institute (ALl) Restatement on Consumer Contract Law
highlights how consumer disclosure practices in the
digital marketplace often lack “market context” to make
the disclosure meaningful.

Network Effects and Platform Lock-in: Consumers are
routinely enticed into buying related products from
the same supplier due to concerns like interoperable
formats, the ease of backup functions, or the inability
to easily export portable data. This can result in
“platform lock-in” that diminishes the desire for
consumers to exercise choice (and increases the time
and effort required to do so).
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online: https://www.ontario.ca/laws/statute/02¢30.
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See for instance the Office of the Privacy Commissioner of Canada, “Young Canadians speak out: A qualitative research project on
privacy and consent” (2020), online: https://www.priv.gc.ca/en/opc-actions-and-decisions/research/funding-for-privacy-research-
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